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Legal Disclaimer

The Foundation for Infrastructure Resilience makes no representations or warranties of any kind, whether express,
implied, statutory or otherwise regarding the content of this document. See FIR Volume 1 v6.0 for full legal framework
including Public Interest and First Amendment Protections, Anti-SLAPP Notice, Public Record Reliance Declaration,
Intellectual Property, Use With FIR Certification Framework, and Non-Regulatory Status provisions.

1. Purpose and Scope

This document translates the geopolitical threat analysis contained in the FIR’s The Four-Party Ecosystem v6.0 (Volume
1) and China as Strategic Architect v6.0 (Volume 2) into an operationally focused vulnerability assessment for U.S. critical
infrastructure owners, operators, and community resilience planners. Where the companion documents analyze why
four nation-state adversaries are converging against U.S. interests, this document addresses what that convergence
means for specific infrastructure sectors, where the defensive gaps are, and what operators and communities can do
now to reduce exposure.

This document delivers three outputs:

1. What sectors are vulnerable and why (Sections 2-4): Threat actor profiles, sector-by-sector vulnerability
assessment, and cascading failure analysis

2. What a combined attack looks like (Section 5): Integrated attack scenario combining cyber, physical, and HEMP
vectors

3.  What we do about it (Sections 6-9): Defensive gaps, operational recommendations aligned with the Diamond
Blue three-tier framework, the Hormuz Proof validating the entire BSE planning imperative, and the net
assessment

Relationship to FIR Certification Framework: This document provides the “WHY” (threat context) that drives the
Reference Architecture v5.4 (the “WHAT” — sector-specific checklist items) and the Grading Rubric v2.3 (the “HOW
WELL” — maturity scoring). Diamond Blue practitioners use this document to inform their Threat Posture assessment.

Why this assessment matters now — the hidden stockpile is already inside your infrastructure. The 2026
Iran War revealed that Iran’s missile and drone capability had been systematically underestimated — hidden
underground facilities, mobile launchers in mountains, production rates that exceeded every public assessment.
The hidden stockpile was pre-positioned, concealed, and revealed only at the moment of activation.

The same dynamic applies to the infrastructure threat documented in this assessment, but the stockpile is not
hidden inside Iran — it is hidden inside the United States. Volt Typhoon cyber implants are confirmed inside U.S.
water, energy, communications, and transportation control systems, progressing from IT access to inside the
operational control loops that manage physical processes. CyberAv3ngers achieved operational control of U.S.
water treatment PLCs — the ability to manipulate the chemical dosing that makes drinking water safe. North
Korean IT workers are inside U.S. enterprise networks with authenticated access. Hezbollah operatives have spent
decades conducting physical surveillance of U.S. infrastructure targets. Cartel logistics networks can move any
cargo to any interior point within 48-72 hours. Chinese-manufactured equipment embedded in the physical
infrastructure itself may contain firmware-level backdoors that no monitoring tool can detect.
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None of this is theoretical. All of it is confirmed by CISA advisories, FBI testimony, DOJ prosecutions, and
Intelligence Community assessments. The hidden stockpile is already pre-positioned. The sectors assessed in this
document — water, energy, communications, transportation, healthcare, defense — are the targets. The Diamond
Blue framework is the only systematic approach to hardening those targets at the community level where federal
defense will not reach. Iran’s hidden stockpile was “theoretical” until February 28. The question is not whether
the domestic hidden stockpile exists — it is confirmed. The question is whether your community will be prepared
when it activates.

2. Threat Actor Summary: Who Is Targeting U.S. Infrastructure
2.1 China: Volt Typhoon / Flax Typhoon / Salt Typhoon

Untouched by the Iran war. Remains the defining infrastructure threat.

Volt Typhoon (also tracked as Insidious Taurus and Voltzite) has been active since mid-2021, pre-positioning
inside U.S. critical infrastructure IT and OT networks for disruptive or destructive attacks during a future crisis.
FBI Director Wray called it “the defining threat of our generation.” Volt Typhoon has progressed inside
operational control loops at strategic American utilities. Dragos assesses that many water-sector utilities will
never reach the sophistication needed to find and remove these compromises. Salt Typhoon compromised major
U.S. telecommunications providers, accessing call metadata and potentially content for senior U.S. officials. Flax
Typhoon operated a botnet of hundreds of thousands of compromised IoT devices.

Volt Typhoon’s tradecraft is specifically designed to evade detection. The group uses living-off-the-land
techniques — legitimate administrative tools and stolen credentials rather than malware — making detection
extremely difficult for organizations without advanced monitoring. In 2025, Dragos confirmed Volt Typhoon
continued embedding inside strategic American utilities and had progressed from IT network access to inside the
operational control loops managing industrial processes. Flax Typhoon (tracked as Azurite) focuses on long-term
OT engineering workstation access and exfiltration of network diagrams, alarm data, and process information.
Salt Typhoon compromised U.S. telecommunications companies in 2024, potentially accessing court-authorized
surveillance systems. A supporting group, Sylvanite, exploits vulnerabilities in F5, Ivanti, and SAP products
within 48 hours of publication.

Iran war impact on this threat: None. Air strikes on Iranian missile factories do not remove Chinese cyber
implants from U.S. water utilities. Operation Epic Fury does not address Volt Typhoon. The most consequential
infrastructure threat to the U.S. homeland is operating in a completely independent domain.

2.2 Iran: CyberAv3ngers / MuddyWater / Handala / Hydro Kitten

Kinetic military degraded but cyber capability persists. Post-war threat may be less predictable, not less dangerous.

IRGC-affiliated CyberAv3ngers achieved operational control of U.S. water treatment PLCs, with CISA
confirming “deeper access capable of more profound cyber-physical effects.” MuddyWater conducts espionage-
focused operations with supply chain attack capability expanding into North America. Confirmed cyber activity
since February 28: DieNet DDoS against a U.S. port, Fatimiyoun Cyber Team code injection from a U.S.
township, attacks on Truth Social, and reconnaissance activity consistent with “behaviors that often precede more
aggressive operations” (CrowdStrike).
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Iran war impact: Iranian state direction of cyber operations may be disrupted by communications damage and
leadership succession. But cyber capability resides in operators, not buildings — the teams that built
CyberAv3ngers implants are not killed by air strikes. Post-war, Iranian cyber may become less coordinated but
more erratic.

2.3 Russia: Sandworm / Z-Pentest / NoName057(16)

Benefiting from U.S. distraction. Cyber capability unaffected.

Sandworm (GRU Unit 74455) conducted the only confirmed cyberattacks against national power grids (Ukraine
2015/2016). Z-Pentest has claimed ICS and SCADA compromises against U.S. entities since the Iran war began.
Russian hacktivist proxies continue DDoS campaigns. If Sandworm-derived OT tooling is transferred to IRGC
cyber units, it transforms Iranian capability from nuisance-level to genuinely destructive.

2.4 North Korea: Famous Chollima / Lazarus Group

IT worker infiltration confirmed. Most durable ecosystem node.

Famous Chollima IT worker program places operatives inside Western companies as legitimate employees —
generating revenue, intelligence, and pre-positioned network access. The 2026 ATA confirms revenue “at its

highest levels since before extensive sanctions were imposed in 2018.” Lazarus Group cryptocurrency theft
exceeds $1 billion annually. These capabilities service the broader ecosystem and are unaffected by any kinetic
conflict.

2.5 Physical Proxy Forces, Cartels, and Institutional Threats

The physical, criminal, and institutional dimensions.

State-directed proxies: Hezbollah Unit 910, IRGC Unit 840, fatwa-motivated lone actors, and numbers station-
activated sleeper assets. The March 9 encrypted activation signal confirmed the dead-man’s switch architecture
is operational. Approximately 18,000 known/suspected terrorists with jihadist ties entered the country (NCTC
Director Kent, December 2025).

Cartel infrastructure threat: Drug trafficking organizations have demonstrated infrastructure attack capability
at scale in Mexico (Pemex pipeline attacks, electrical infrastructure destruction, telecommunications tower
seizure, water control). They maintain continuous physical operational presence in every major U.S. metro with
self-funding revenue exceeding $100 billion annually. Post-BSE, cartels are the primary organized armed threat.

Islamist radical institutional infrastructure: The Muslim Brotherhood Explanatory Memorandum (Gov’t
Exhibit 003-0085, U.S. v. Holy Land Foundation) documents institutional influence strategy. CAIR designated
as foreign terrorist organization by Texas and Florida (2025). Trump administration designated Muslim
Brotherhood chapters as FTOs (November 2025). To the extent institutional infrastructure creates concealment
environments for 4PE domestic operatives, it is an enabling factor for the threat documented above.

3. Sector-by-Sector Vulnerability Assessment

For each sector: threat actors targeting it, attack vectors in use, defensive gaps, and Diamond Blue cross-reference.
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3.1 Water and Wastewater Systems

Why water is the #1 BSE killer: When the grid fails, water treatment plants stop operating within hours. Without
treatment, waterborne disease — cholera, dysentery, typhoid, cryptosporidium — begins killing within 3-7 days. In every
prolonged infrastructure failure in modern history, waterborne disease has been the leading cause of death, exceeding
violence, exposure, and starvation. The Reference Architecture identifies this as the primary casualty mechanism and
structures the entire medical stockpile hierarchy around it (Oral Rehydration Salts as the #1 priority item — the Lancet
called ORT “the most important medical advance of the 20th century,” reducing cholera fatality from ~30% to ~3%).

The kill chain — how an adversary attacks your water system:

Step 1 — Initial access: CyberAv3ngers exploited default passwords on Unitronics Vision Series PLCs — the
same controllers used in hundreds of U.S. water utilities. The CISA advisory (AA23-335A) confirmed actual
operational control: ability to rename devices, reset software, and lock out operators. CISA stated explicitly that
“deeper device and network-level accesses are available and could render additional, more profound cyber-
physical effects.”

Step 2 — Process manipulation: Chemical dosing at a water treatment plant is PLC-controlled. Chlorine,
fluoride, pH adjustment chemicals, coagulants — all dosed automatically based on sensor readings. An adversary
with PLC control can alter dosing to produce toxic water while SCADA displays show normal readings to
operators. This is the Stuxnet paradigm applied to drinking water: manipulate the physical process while replaying
normal data to the humans watching the screens. Georgia Tech researchers demonstrated in 2024 that this attack
can be replicated on today’s PLCs through unsecured web-management ports — silently altering control
commands while remaining invisible to network monitoring.

Step 3 — Physical amplification: Hezbollah Unit 910 operatives have conducted years of pre-operational
surveillance of infrastructure including water facilities. A physical breach providing direct access to chemical
systems — simultaneous with remote cyber exploitation that blinds SCADA — overwhelms the response capacity
of a utility that has neither security guards nor cybersecurity staff. Chemical storage (chlorine gas, sodium
hypochlorite) at treatment facilities presents both a sabotage target and a hazmat risk to surrounding populations.

Why the defense gap is structural: Approximately 150,000 water systems in the U.S., the vast majority serving
small communities with no dedicated IT staff, no OT monitoring, and no cybersecurity budget. These systems
will never independently detect nation-state pre-positioning. CyberAv3ngers didn’t need sophisticated tools —
they used default passwords. No mandatory cybersecurity standards exist for water. The weakest sectors are
precisely the ones adversaries target because the return is highest: minimal effort produces maximum cascading
effect.

What to do Monday morning: Eliminate default credentials on all PLCs, SCADA systems, and network
appliances — this single action would have prevented the CyberAv3ngers compromise. Segment IT and OT
networks so email compromise cannot reach treatment process controls. Remove OT from direct internet
exposure. Contact CISA for free vulnerability scanning (vulnerability@cisa.dhs.gov). These are Transition-tier
actions that cost little and address the confirmed attack vector.

What Diamond Blue addresses: Transition (Shadow Water inventory — wells, springs, rain catchment, stored
water), Core (household-level water independence — biosand filter, rain catchment, stored water for 60 days at
every household), Optimized (Assured Supply Chain for treatment chemicals, community-scale purification
independent of the grid). A community at Diamond Blue Core survives water system failure because it has
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distributed the purification function to the household level — the adversary cannot attack 10,000 households the
way it can attack one treatment plant.

3.2 Enerqy (Electrical Power, Oil, and Gas)

Why energy is Tier 0 — the foundation everything else depends on: The Reference Architecture identifies energy as the
single-point-of-failure for all 15 other Cl sectors. When the grid fails, water treatment stops (hours), communications
degrade (hours to days), transportation freezes (immediate for electric rail, days for fuel-dependent), food supply chains
halt (immediate for refrigeration, days for distribution), and healthcare degrades (hours as backup generators exhaust
diesel). Every sector recovery pathway requires energy, but energy recovery requires outputs from sectors that have
themselves failed. This is the mutual dependency deadlock — and it is why the 4PE’s optimal first strike is the grid.

The kill chain — three attack paths that can operate simultaneously:

Path 1 — Cyber (Volt Typhoon / Aurora): Volt Typhoon has been confirmed inside U.S. electric, oil, and gas
company OT networks since at least 2021, progressing from IT network access to inside the operational control
loops managing physical processes (Dragos 2025). The Aurora vulnerability, demonstrated by Idaho National
Laboratory in 2007, shows that a cyberattack can open and close a generator’s circuit breakers out of phase with
the grid, subjecting the engine to abnormal torques that physically destroy it within minutes. Aurora affects every
generator, synchronous motor, and transformer connected to the grid — not just power plants but customer loads
in manufacturing, hospitals, water treatment, and data centers. Most grid equipment uses Modbus and other legacy
protocols with no authentication, no encryption, and no replay protection. Despite 18 years since the
demonstration, virtually no utilities have installed Aurora mitigation devices. An adversary inside the OT network
(Volt Typhoon is confirmed inside) can execute Aurora against multiple generators simultaneously, destroying
equipment that takes 12-18 months to replace.

Path 2 — Physical (proxy forces targeting LPTs): Large Power Transformers are the grid’s most critical and
least replaceable components. Custom-built, 100-400 tons, $3-10 million each, 12-18 month manufacturing lead
time with extremely limited domestic production. No adequate U.S. strategic reserve. Most substations are
secured only by chain-link fencing. The 2013 Metcalf sniper attack destroyed 17 transformers with rifle fire — it
was never solved. The ecosystem’s physical proxy forces (Unit 910’s distributed cell model, Unit 840’s cartel
outsourcing, ~18,000 KSTs with jihadist ties) can execute coordinated rifle and drone attacks on LPTs across
wide geographic areas. A simultaneous attack on the key substations required to balance the three interconnect
regions (Eastern, Western, ERCOT) could produce a grid outage measured in months to years — the single most
consequential physical security gap in the U.S. CI portfolio.

Path 3 — Fuel supply chain (the natural gas death spiral): Natural gas provides ~40-43% of U.S. generation
but is pipeline-dependent with just-in-time delivery and no significant on-site storage. Pipeline compressor
stations require electricity to maintain pressure — creating a circular dependency: gas fuels generation, which
powers compressor stations, which maintain gas delivery, which fuels generation. When the grid dies, pipeline
pressure decays over hours, and 43% of national generation capacity has no fuel even if plants could restart. Volt
Typhoon’s confirmed presence inside gas pipeline OT means an adversary can shut compressor station valves
and kill pipeline pressure through SCADA manipulation even before the grid fails. Meanwhile, coal plants —
which maintain 30-90 days of on-site fuel stockpile, the most BSE-resilient thermal source — are being retired at
accelerating rates. Every coal plant retired eliminates weeks of stored fuel reserve that no gas plant replaces. The
generation mix is becoming less resilient, not more.
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The combined cyber-physical attack: A Volt Typhoon activation against grid SCADA — blinding operators to
the actual state of the grid — concurrent with physical attacks destroying LPTs at critical transmission substations
produces a compound effect neither vector achieves alone. The cyber attack prevents operators from
understanding what has been damaged. The physical attack destroys equipment that cannot be replaced for 12-18
months. Attribution confusion — Chinese cyber actors and Iranian physical proxies in the same window — delays
policy response. Result: a Black Sky Event whose recovery is measured in months to years, not days to weeks.

The Hormuz Energy Disruption validates this at global scale. See Section 8 for full analysis.

The Hormuz Energy Disruption — Real-Time Case Study: The Strait of Hormuz closure (effective since
February 28) demonstrates energy supply chain fragility at global scale. Oil at $112+. Japan and South Korea in
energy emergency. Kuwait refinery and Qatar LNG facility struck. This is the same cascading failure mechanism
the Reference Architecture models for communities — the difference is only scale. See Section 8 for full analysis.

Level 0 / Aurora Vulnerability: The Purdue Reference Model defines Level 0 as the physical process layer —
sensors, actuators, relays, motors, generators that directly interact with the physical world. Level 0 devices have
no authentication, no encryption, no monitoring. Idaho National Laboratory demonstrated in 2007 that a
cyberattack could open and close a generator’s circuit breakers out of phase, destroying it within minutes. The
Aurora vulnerability affects every generator, motor, and transformer connected to the grid. Despite 18 years since
the demonstration, virtually no utilities have installed mitigation devices.

Natural gas death spiral: Natural gas (~40-43% of US generation) is pipeline-dependent with just-in-time
delivery and no significant on-site storage. Pipeline compressor stations require electricity to maintain pressure
— creating a circular dependency: gas fuels generation, which powers compressor stations, which maintain gas
delivery. When the grid dies, pipeline pressure decays over hours, and 43% of national generation capacity has
no fuel even if plants could restart. Volt Typhoon confirmed inside gas pipeline OT networks means an adversary
can kill pipeline pressure through SCADA manipulation before the grid fails.

Large Power Transformer (LPT) vulnerability: Custom-built, 100-400 tons, $3-10M each, 12-18 month
manufacturing lead time with extremely limited domestic production. No adequate US strategic reserve. Most
substations secured only by chain-link fencing. The 2013 Metcalf sniper attack destroyed 17 transformers with
rifle fire — never solved. The ecosystem’s physical proxy forces can execute coordinated attacks on LPTs across
wide geographic areas.

Coal retirement as resilience loss: Coal-fired plants maintain 30-90 days of on-site fuel stockpile — the longest
reserve of any thermal source. Every coal plant retired eliminates weeks of stored fuel that no gas plant replaces.
The replacement of coal with gas represents a net reduction in Level 0 fuel resilience regardless of economic or
environmental merits.

Diamond Blue Cross-Reference: Transition (Shadow Grid inventory, FAE/FAP inventory, fuel supply chain
assessment), Core (household solar+battery independence), Optimized (fuel stockpiling, Assured Supply Chain,
biomass/alternative generation). Reference Architecture Energy domain.

3.3 Communications and Telecommunications

Why communications loss is the force multiplier for every other attack: Communications is not just another sector — it
is the coordination layer that determines whether emergency response to any other sector failure is organized or
chaotic. When communications fail, 911 doesn’t work. Hospitals can’t coordinate with ambulances. Utilities can’t
dispatch repair crews. Government can’t issue public guidance. Families can’t confirm safety. The psychological impact
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of communications loss — the sudden inability to reach anyone — amplifies panic and accelerates the social breakdown
that makes every other infrastructure failure worse.

The Kkill chain: Salt Typhoon compromised major U.S. telecommunications companies in 2024, potentially
accessing court-authorized surveillance systems and call metadata for senior officials. This is not hypothetical —
it is confirmed. Volt Typhoon targets communications infrastructure near military installations specifically.
Internet traffic concentrates through a small number of physical nodes (internet exchange points, undersea cable
landing stations, major data centers) — disrupting a few facilities cascades nationally. Cellular networks depend
on grid power for tower sites; most tower batteries last 4-8 hours. After that, cell coverage disappears sector by
sector across the community. Landline infrastructure is being decommissioned in favor of VolIP, which depends
on internet, which depends on grid power. The result: within hours of a grid failure, a modern American
community has no communications of any kind unless it has pre-positioned alternatives.

What to do: This is one of the highest-leverage Diamond Blue investments. A community ham radio net — 50+
licensed operators with solar-powered HF and VHF/UHF equipment — provides communications capability that
survives every attack phase including HEMP. The five-layer communications architecture (FRS/GMRS for
tactical, CB for neighborhood, VHF/UHF repeater for community, HF ham for regional/strategic, non-electronic
backup for when everything else fails) is achievable at modest cost. The ham radio community is the most
organized, most practiced, most equipment-ready volunteer communications force in America. Most communities
have existing ham clubs — the Shadow Comms inventory simply identifies and integrates them into the Diamond
Blue framework.

Diamond Blue Cross-Reference: Transition (Shadow Comms inventory, ham radio net established, 50+ licensed
operators identified), Core (distributed comms operational across 3+ independent nodes, five-layer architecture
planned), Optimized (five-layer architecture operational, 48-hour non-electronic-only exercise validated).
Reference Architecture Domain 3.

3.4 Transportation and Maritime

Threat actors: Volt Typhoon (transportation systems near military), Iranian physical proxies (port surveillance
documented), cartels (border corridor control). Attack vectors: Port operations disruption, traffic management system
compromise, pipeline SCADA manipulation, physical attacks on transportation nodes.

Hormuz/Supply Chain implications: Just-in-time logistics vulnerability demonstrated by Hormuz closure.
Shipping rerouting creating global bottlenecks. Port concentration means disrupting a few facilities cascades
nationally. Cartel-controlled border corridors (I-35, I-10) serve both civilian supply chains and military
deployment logistics.

Diamond Blue Cross-Reference: Transition (Shadow Transport inventory — school buses, agricultural
equipment), Optimized (convoy logistics, sister municipality supply corridors).

3.5 Healthcare and Public Health

Why healthcare collapses faster than you think: Modern hospitals are among the most infrastructure-dependent
facilities in any community. They require uninterrupted grid power (ventilators, monitors, surgical equipment, imaging,
pharmacy refrigeration, electronic health records), municipal water (sterile processing, dialysis, patient hydration,
sanitation), telecommunications (lab results, pharmacy orders, specialist consultation, ambulance dispatch), and just-in-
time pharmaceutical delivery (most hospitals carry 3-7 days of common medications, less for specialty drugs). Backup
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generators provide 24-72 hours of power — but require diesel resupply from a fuel distribution system that depends on
the same grid, communications, and transportation that have failed. When the generator fuel runs out, the hospital
becomes a building with no capability.

The pharmaceutical supply chain is the hidden catastrophe: More than 80% of active pharmaceutical
ingredients (API) are manufactured overseas — primarily in China and India. Finished pharmaceuticals reach
U.S. hospitals and pharmacies through just-in-time distribution that maintains 3-7 days of inventory at the facility
level. The Hormuz closure disrupts not just energy but ALL seaborne trade routes — including pharmaceutical
logistics. In a domestic BSE, the supply chain stops entirely. Within one week, hospitals run out of common
antibiotics. Within two weeks, insulin-dependent diabetics (approximately 8.4 million Americans) face a life-
threatening shortage. Within a month, medications for cardiac disease, hypertension, seizure disorders, and
psychiatric conditions are unavailable.

The fentanyl compound crisis: 100,000+ Americans die annually from synthetic opioid overdose — primarily
cartel-manufactured fentanyl from Chinese-supplied precursors. This is already an ongoing attack on the U.S.
workforce, healthcare system, and social fabric. In a BSE, the approximately 5-6 million Americans with active
opioid use disorder face withdrawal onset within 12-36 hours with no treatment infrastructure. Mass opioid
withdrawal is simultaneously a medical emergency (severe dehydration, agitation, pain), a behavioral crisis
(desperate individuals seeking any available supply), and a security threat (pharmacies and medical facilities
become high-value targets). At scale, this is a compound casualty event that strains community medical capability,
security resources, and governance simultaneously.

What Diamond Blue addresses: Transition (Shadow Medical inventory — identify all medical professionals in
the community; Pharmacy Emergency Operational Authority pre-negotiated with local hospitals and pharmacies
for organized access to existing medication stocks under emergency declaration), Core (community medical
stations at all consolidation points staffed from Shadow Medical assets; opioid crisis management protocol using
available resources — hydration, anti-diarrheal, non-opioid pain management), Optimized (Critical Supply
Stockpiling Category 2 — 11 medical sub-categories from ORS through diagnostic equipment; the Resilient
Agrihood Doctrine’s mandatory medicinal plant production — garlic identified as the most important BSE
medicinal crop — provides the long-term pharmaceutical alternative when the supply chain never restarts).

Diamond Blue Cross-Reference: Transition (Shadow Medical inventory), Core (community medical
capability), Optimized (Critical Supply Stockpiling Category 2 — 11 medical sub-categories, Pharmacy
Emergency Operational Authority, medicinal plant production in Resilient Agrihood Doctrine).

3.6 Defense-Critical Infrastructure

Iran war impact on defense readiness: Munitions consumption (THAAD 20-50%, SM-3 ~20%, PAC-3 MSE ~25%), carrier
redeployment to Middle East, allied strain from Hormuz energy emergency. Military installations depend on surrounding
civilian communities for energy, water, housing, healthcare, transportation — all vulnerable to the threats documented
above. See Volume 4 for city-base pair analysis.

Diamond Blue Cross-Reference: Transition (DSCA pre-coordination, military mutual aid framework),
Optimized (city-base pair resilience assessment). Volume 4 provides the full assessment methodology.
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4. Cascading Failure and Interdependency Analysis

The FIR Reference Architecture identifies a four-tier dependency hierarchy that drives cascading failure: Tier 0 (Energy
— everything depends on it), Tier 1 (Water/Wastewater + Communications — depend on energy, enable everything
else), Tier 2 (Transportation + Food/Agriculture — depend on Tiers 0-1), Tier 3 (Healthcare + Government Services —
depend on all lower tiers). The “mutual dependency deadlock” (Energy/Communications/Transportation/Water) means
that no single sector can restart independently — all four must be restored simultaneously or none function.

The Hormuz cascade validates this model at global scale. Energy disruption — manufacturing disruption —
transportation disruption — food supply chain disruption — healthcare supply disruption — economic contraction
— governance stress. This sequence is observable in real-time in Japan, South Korea, and European markets. The
same cascade at community level is what the Reference Architecture describes when the grid fails.

5. Integrated Attack Scenario: The Combined-Arms Approach

5.1 Strategic Logic

The 4PE’s combined capability can deliver a coordinated attack across cyber, physical, and electromagnetic vectors
designed to create a prolonged Black Sky Event (BSE) — a regional or national infrastructure failure lasting weeks to
months. The compounding effect of simultaneous multi-vector attack overwhelms response capacity.

5.2 Phase 1: Cyber Preparation of the Battlefield

Cyber attacks conducted through ransomware and OT exploitation against electrical, water/wastewater,
communications, pipeline, and financial infrastructures, disabling over half of each infrastructure type. Exploits pre-
positioned access: Volt Typhoon embedded in energy and water OT, CyberAv3ngers with PLC control, MuddyWater pre-
positioned on US networks, and DPRK insiders providing lateral movement. Effects: (1) Degrades communications,
financial, and logistics systems that emergency response depends on; (2) Creates attribution confusion — ransomware
routinely attributed to criminal actors; (3) Begins resource consumption that compounds with each subsequent phase.

5.3 Phase 2: Kinetic Decapitation

Using massive coordinated action by hundreds of well-placed individuals, senior government and civil officials, National
Guard leadership, and state law enforcement are targeted — at work and at home — by lone shooters, IEDs, and suicide
drones. This corresponds to the three-track domestic kinetic capability: Unit 910/Unit 840 embedded networks, self-
radicalized lone actors, and numbers station-activated assets. Cl operators who witness attacks on first responders make
different survival calculations — accelerating workforce abandonment across all sectors.

5.4 Phase 3: Physical Infrastructure Destruction

Proxy forces initiate physical attacks: rifle and drone attacks on critical LPT substations powering capital cities and
military bases. Cartel logistics move materials and operatives via established smuggling routes. This exploits the cyber-
physical convergence where Unit 910’s decades of physical surveillance combines with operational access that
overwhelms municipal utility security.
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5.5 Phase 4: Regional HEMP Attacks (Escalatory Variant)

Remaining commercial electrical power disabled by HEMP damage. E1 pulse (high amplitude, extremely short duration)
destroys semiconductor-based electronics. E3 pulse (lower amplitude, longer duration) induces currents in long
conductors — power lines, pipelines, railroads — overheating transformers to irreversible damage. Most infrastructure
requires multiple countermeasures because solutions protecting against E1 (Faraday shielding) are ineffective against E3
(GIC blocking devices). The EMP Commission assessed a nationwide HEMP grid outage could require years for full
recovery.

5.6 Combined Effect

Each phase degrades response capability for subsequent phases. Phase 1 blinds coordination. Phase 2 decapitates
leadership and degrades first responders. Phase 3 makes damage permanent. Phase 4 eliminates residual capability. The
phasing compounds attribution: Phase 1 - criminal actors; Phase 2 - Iranian proxies/lone actors; Phase 3 - cartel
operatives; Phase 4 = state actor. China does not appear in any phase — its contribution is structural.

5.7 Post-Attack Phase

Post-BSE organized threat: Volt Typhoon, CyberAv3ngers, and Russian proxy actors conduct simultaneous attacks
against energy, water, communications, and financial infrastructure SCADA/ICS systems.

Phase 2 (Kinetic Decapitation): State-directed proxy forces, self-radicalized lone actors, and cartel-facilitated
operatives target government officials, National Guard leadership, and first responders at work and at home.

Phase 3 (Physical Infrastructure Destruction): Rifle and drone attacks on critical LPT substations, water
treatment facilities, and communications towers. Cartel logistics move materials via established smuggling routes.

Phase 4 (HEMP — Escalatory Variant): Regional High Altitude Electromagnetic Pulse detonations disable
remaining commercial electrical power, creating the long-duration BSE.

Post-Attack Phase: Organized threat actors (cartels, Islamist radical networks, domestic extremists) attempt
territorial control over community infrastructure, governance, and supply corridors. Diamond Blue communities
with anti-capture architecture resist; communities without it are vulnerable.

5.6 Implications for Resilience Planning

Each attack phase maps to the Diamond Blue tier that addresses it: Transition addresses awareness, inventory,
governance, and basic preparedness. Core addresses survival when centralized Cl fails (which is what the attack
achieves). Optimized addresses sustained community operations during prolonged infrastructure denial, including
defense against organized post-BSE threats.

6. Consolidated Defensive Gap Analysis

6.1 Institutional Gaps

Federal agencies cannot protect 70,000+ utilities, 150,000+ water systems, and millions of Cl facilities. CISA at 38%
staffing. FBI Iran Cl unit degraded. The federal defense is structurally inadequate.
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6.2 Requlatory Gaps

NERC CIP covers bulk power but not distribution or renewables. No mandatory cybersecurity for water, transportation,
or healthcare. 85% of Cl is privately owned with no federal security mandate.

6.3 Technical Gaps

Level O devices (sensors, actuators, PLCs) have no authentication, encryption, or monitoring. Aurora vulnerability
unmitigated after 18 years. Anti-islanding strands utility-scale renewables in a grid failure.

6.4 Attribution Gaps

Multi-actor convergence (Volt Typhoon + CyberAv3ngers + Sandworm + Famous Chollima) creates attribution confusion
that delays response.

6.5 Physical Security Gaps

LPTs secured by chain-link fencing. The 2013 Metcalf sniper attack destroyed 17 transformers with rifle fire — never
solved. No adequate U.S. strategic transformer reserve.

6.6 Intelligence-to-Action Gap

The PTTF assesses 60-70% of early indicators are OSINT-detectable. The limiting factor is not intelligence collection but
implementation at the speed and scale required.

OT Monitoring Insufficient: Most sectors lack OT-specific monitoring. IT security tools are insufficient for
detecting living-off-the-land techniques in OT networks. Default credentials on ICS (Unitronics, Hikvision)
widespread. IT/OT segmentation incomplete or nonexistent in many small/medium operators.

Attribution Confusion by Design: Shared C2 infrastructure across Russian, North Korean, and Iranian cyber
actors creates multi-way attribution problems. If China activates Volt Typhoon while CyberAv3ngers attack
similar targets, the time to attribute, decide, and respond doubles or triples. That delay is itself a strategic effect.

The Intelligence-to-Action Gap Specifics: The PTTF assesses 60-70% of early indicators are OSINT-detectable.
The intelligence community’s structure privileges classified collection over open-source methods, creating a
structural gap in the distributed, persistent monitoring the four-tier warning framework requires. The warning
indicators are visible; the governance structures to translate them into action do not exist at required speed and
scale.

6.7 Governance Fragmentation

No single entity owns the Cl defense mission. DHS, DOE, EPA, DOD, state regulators, and private operators all have
partial authority. No unified command during a multi-sector BSE.

6.8 Supply Chain Fragqility Gap (NEW)

The Hormuz crisis demonstrates that global supply chains are a single point of failure. Just-in-time delivery means zero
buffer. 80%+ of pharmaceutical APIs manufactured overseas. Semiconductor dependency on Taiwan. The Diamond Blue
Assured Supply Chain Framework and Critical Supply Stockpiling Framework are the community-level mitigation.
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6.9 Economic Exchange Gap (NEW)

When electronic payment systems fail, no community has an alternative economic framework. ATMs, credit cards,
banking — all grid-dependent. The Diamond Blue scrip/credit system and guild labor mobilization address this gap.

6.10 Organized Crime Infrastructure Threat Gap (NEW)

No federal framework treats cartel infrastructure attack capability as a Cl defense priority. Law enforcement treats
cartels as crime; Cl defense treats them as irrelevant. Neither addresses cartel-as-infrastructure-threat-actor.

6.11 Islamist Institutional Influence and Counter-Intelligence Gap (NEW)

No systematic mapping of the intersection between institutional influence operations and domestic kinetic threat
enabling. Diamond Blue threat posture assessment fills this gap at community level using pre-BSE federal intelligence
extraction.

7. Operational Recommendations — Aligned with Diamond Blue Three-Tier Framework

Diamond Blue Transition is most urgent — and most fundable — for the communities that need it most. The
communities with the smallest water utilities (most vulnerable to CyberAv3ngers), the least redundant power supply
(most vulnerable to grid attack), the fewest healthcare facilities (most vulnerable to pharmaceutical supply chain
disruption), the worst transportation access (most vulnerable to supply chain collapse), and the greatest distance from
military/federal response (most vulnerable to prolonged isolation post-BSE) are America’s rural, low-income, and
infrastructure-poor communities. These are the communities where the hidden stockpile documented in Section 1 is
most likely to activate first — because they are the softest targets with the weakest defenses.

These same communities also score highest on every major federal resilience grant program’s disadvantage
criteria. FEMA BRIC awards additional points in four of six qualitative evaluation criteria for projects benefiting
disadvantaged communities, and provides 90% federal / 10% local cost share for economically disadvantaged
rural communities. DOE Grid Resilience Formula Grants prioritize disadvantaged and rural communities with
the same 90/10 cost share. USDA Community Facilities provides up to 75% grant funding for the poorest rural
communities. The federal grant infrastructure was designed to fund resilience where it is needed most — and
Diamond Blue provides the framework that tells those communities exactly what to build.

For a disadvantaged community of 10,000 population at 90/10 cost share, the local investment for Diamond
Blue Transition is approximately $110,000-$350,000 — less than the cost of a single fire truck. The FIR
Diamond Blue Grant Navigator maps every Transition checklist item to its eligible federal grant program(s) with
disadvantaged community scoring advantages documented.

7.0 Grant Alignment Strategy for Disadvantaged Communities

Before implementing the Diamond Blue Transition actions below, a community should:

1. Document disadvantaged community status using all available tools: CDC Social Vulnerability Index (SVI), FEMA
Community Disaster Resilience Zones (CDRZ), CEJST Climate and Economic Justice Screening Tool, U.S. Census
median household income data, and HRSA Health Professional Shortage Area (HPSA) or Medically Underserved
Area (MUA) designation. Communities qualifying under multiple tools present the strongest grant cases.
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2.  Contact the State Hazard Mitigation Office about FEMA BRIC Capability & Capacity Building (C&CB) funding for
the Diamond Blue Transition assessment itself. The planning phase — threat posture documentation,
Transformation Architecture, governance framework — is the most straightforward BRIC C&CB application. Up
to $2M per state is allocated for C&CB.

3. Develop a multi-source funding package that combines FEMA BRIC (planning + building codes), DOE Grid
Resilience (energy), USDA Rural Development (water + food + medical facilities), EPA (water infrastructure), and
OLDCC (military integration for base-adjacent communities) into a comprehensive budget where each Diamond
Blue category is funded by its best-fit program.

4. Frame every application in program-native language. Shadow Grid becomes “distributed energy resilience
reducing outage duration for disadvantaged populations.” Shadow Water becomes “nature-based water supply
resilience reducing single-point-of-failure dependency.” Resilient Agrihood becomes “community food security
infrastructure reducing supply chain vulnerability.” Each Diamond Blue item maps to language the grant
reviewers are trained to score.

7.1 Diamond Blue Transition Actions

Legal framework: LP-001 through LP-022 (Certification Engagement Agreement, NDA, PCII protections, COG ordinance,
emergency operational authority).

Threat posture: Document threat environment using Volumes 1-2; conduct pre-BSE intelligence extraction from
FBI, JTTF, DEA, state fusion center — cartel presence, Islamist radical infrastructure, domestic extremist groups,
all three categories required.

Infrastructure inventory: CI tier inventory across all 16 sectors; Shadow Infrastructure inventory (7 shadow
sectors: Grid, Water, Food, Medical, Comms, Security, Transport); FAE/FAP inventory; fuel supply chain
assessment.

Governance: Governance council established with 5-deep succession; COG ordinance adopted; counter-
intelligence function designated; anti-alternative-governance provisions documented.

Household preparedness: 60-day self-sufficiency campaign; household water filter distribution; rain catchment
infrastructure; food storage guidance.

New construction: Resilient Agrihood Doctrine adopted for all new development; retrofit incentive program
established; Diamond Blue building standards integrated into zoning/UDO.

Communications: Ham radio net established; Shadow Comms inventory; five-layer communications
architecture planned.

Funding: Grant sourcing strategy across 14+ federal programs; sister municipality alliances within 100-mile
radius.

Assessment: Six-domain standards assessment (EMP/GMD, Cybersecurity, Physical, Process Safety, Supply
Chain, Governance); tabletop exercise.

Mandatory: Phased plan and budget to Core.

© 2026 Foundation for Infrastructure Resilience. All rights reserved.
13



7.2 Diamond Blue Core Actions

Energy independence: Household/site-level solar+battery; biomass backup; Shadow Grid emergency operational
authority for institutional generators.

Water independence: Household rain catchment operational, community biosand/ceramic purification; well
access where available.

Food production: Agrihood gardens operational; rooftop greenhouses; basement mushroom cultivation; 15
medicinal plants established.

Sanitation: Building-level sanitation systems; composting toilets where appropriate; greywater recycling.
Communications: Distributed ham/comms operational across 3+ independent nodes.

Governance and security: Basic community defense operational; Watch and Ward established; scrip economy
pilot; guild structure initialized; mixed-composition security enforced.

Medical: Community medical stations established at consolidation points; Shadow Medical assets integrated,
opioid crisis management protocol developed.

Mandatory: Phased plan and budget to Optimized.

7.3 Diamond Blue Optimized Actions

Full stockpiling: 9-category Critical Supply Stockpiling Framework at 60-day quantities.

Supply chain assurance: Sister municipality alliances operational; pre-BSE contingent procurement contracts;
post-BSE convoy logistics planned; geographic supplier/factory inventory.

OH delivery: Full five-tier OH architecture (Municipal, Sector, General Population, Refugee, Correctional).

Labor mobilization: 7-guild framework operational with governance council representation; scrip as sole
currency; non-participation consequences defined; disability accommodation documented.

Security: Full sector-specific security plans (5 sectors); community defense at cartel/Islamist-threat level (Tier 3
design standard); concentric ring structure; Consolidation Doctrine with Keep, Wall, Gate.

Anti-capture: Distributed redundancy (no single point of conquest); mixed-composition security (no factional
dominance); counter-intelligence function fully staffed and exercised; anti-alternative-governance provisions
enforced.

Shadow Infrastructure: All 7 sectors fully activated and exercised.

Exercises: Full exercise program including: combined cyber-physical attack scenario, organized internal threat
(cartel/Islamist capture attempt), gate infiltration screening, governance corruption detection, 48-hour full-scale
BSE exercise.

All six domains at Level 5.

7.4 Federal/Requlatory Recommendations

NERC CIP expansion to distribution and renewables. FAE procurement restrictions for Cl equipment. Building code
reform for resilient construction. Grant program alignment with Diamond Blue framework. DSCA pre-coordination
requirements for base-adjacent communities.
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8. The Hormuz Proof: Energy Supply Chain Fragility and the BSE Planning Imperative

8.1 The Argument in One Paragraph

The Strait of Hormuz closure beginning February 28, 2026 is the most significant real-world validation of the Black Sky
Event planning imperative since the 2003 Northeast blackout. It demonstrates that a single chokepoint disruption —
caused by a military conflict the U.S. itself initiated — can cascade through global energy markets, manufacturing supply
chains, food distribution systems, and national economies within weeks. Nations with 30-60 days of strategic reserves
(Japan, South Korea, Europe) are in crisis within a month. Nations without reserves are in emergency. The BSE scenario
the FIR Reference Architecture was built for is not hypothetical — it is a lesser version of what is happening right now in
the Persian Gulf. The only difference is scale: the Hormuz crisis affects nations; a grid-down BSE affects communities.
The physics of cascading failure are identical.

8.2 Timeline of the Hormuz Cascade (Day 1 Through Day 25)

Energy price shock - manufacturing disruption = shipping rerouting (Panama Canal at max capacity) - food price
inflation = healthcare supply strain (pharmaceutical APIs disrupted) - economic contraction (global stock markets) >
governance stress (South Korea PM canceled China trip, Japan energy emergency declaration, European calls for strike
moratorium on energy facilities).

8.3 The Cuba Blockade: The Corollary at National Scale

Simultaneously, the U.S. oil blockade of Cuba demonstrates the same dynamic at national scale. Executive Order 14380
(January 29, 2026), Venezuelan tanker seizures, and pressure halting Mexican oil shipments cut Cuba’s energy supply.
The cascade: power plant fuel exhaustion = nationwide blackouts (third major grid collapse in four months, total SEN
disconnection March 16) - water pumping failure = hospitals limited - airport refueling suspended - food
distribution collapsed = governance under existential pressure. Diaz-Canel confirmed negotiations March 13. 51
political prisoners released.

Cuba is living through a BSE right now. Energy denial alone triggered total infrastructure cascade. The timeline
matches FIR’s 60-day buffer thesis: stocks depleting since late January, total cascade by mid-March (~45 days).
Cuba demonstrates what Diamond Blue Core looks like in practice — wood fires for cooking, solar panels for
water pumping (reactive, not pre-positioned), bicycle transportation. Distributed, decentralized survival. Except
Cuba arrived there by catastrophe, not by design.

The U.S. is simultaneously perpetrator (Cuba) and victim (Hormuz). Energy denial is a universal weapon.
Community resilience planning cannot assume the U.S. will never be on the receiving end.

8.4 The Pharmaceutical Dimension

Hormuz disrupts not just energy but ALL seaborne trade. 80%+ of APIs manufactured overseas. The Diamond Blue
Critical Supply Stockpiling Framework (Category 2 — Medical, 11 sub-categories) and Resilient Agrihood Doctrine’s
medicinal plant production directly address this at community level.

8.5 Cross-Reference to Diamond Blue Framework

The Hormuz Proof validates every major Diamond Blue component: stockpiling (consumed within weeks without
resupply), supply chain assurance (just-in-time fails instantly), energy independence (grid-dependent systems collapse),
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distributed infrastructure (centralized systems are the vulnerability), and community self-sufficiency (the only
sustainable response to prolonged disruption is indigenous production).

9. Net Assessment

The infrastructure threat is real, concurrent, compounding, AND now validated by real-world supply chain disruption at
both global (Hormuz) and national (Cuba) scale. The four-party ecosystem’s degradation of Iran does not eliminate the
threat — it redistributes it. China’s Volt Typhoon pre-positioning remains the most consequential infrastructure threat
and is completely unaffected by the Iran war. Community-level resilience is the only defense that scales without federal
intervention.

The FIR certification framework — Diamond Blue Transition — Core — Optimized — is the actionable
response to this assessment. The Reference Architecture v5.4 provides the 385+ item checklist. The Grading
Rubric v2.3 provides the scoring methodology. This volume provides the threat context that makes the case.
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