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Legal Disclaimer 

The Foundation for Infrastructure Resilience makes no representations or warranties of any kind, 
whether express, implied, statutory or otherwise regarding the content of this document, third-party 
content or references to services or information referenced or available through links herein, and further 
disclaims all warranties regarding any information contained herein, including any implied or express 
warranties of merchantability, satisfactory quality, fitness for a particular purpose, non-infringement, or 
quiet enjoyment, arising out of any course of dealing or usage of trade. 

Public Interest and First Amendment Protections 

This publication constitutes protected speech on matters of significant public concern: critical 
infrastructure security, national defense, public safety, and emergency preparedness. It is entitled 
to the highest level of First Amendment protection. All factual claims are sourced to specific, 
citable publications from federal government agencies (CISA, FBI, DOE, DHS, Congressional 
committees, EMP Commission, FERC), peer-reviewed research, published cybersecurity research 
from recognized firms (Dragos, CrowdStrike, Palo Alto Unit 42, Recorded Future, Microsoft 
Security, Forescout Vedere Labs), investigative journalism from recognized outlets, and public 
filings. FIR does not use or disclose any classified, proprietary, trade secret, or non-public 
information. Analytical conclusions and recommendations are clearly identified as FIR 
assessments based on cited evidence. 

Anti-SLAPP Notice and Litigation Deterrence 

Any legal action brought against FIR, its officers, directors, employees, contractors, or affiliated 
researchers for the publication of this document will be treated as a Strategic Lawsuit Against 
Public Participation (SLAPP). FIR will respond with immediate motions to dismiss under 
applicable state anti-SLAPP statutes — including the North Carolina Strategic Litigation Against 
Public Participation Act (N.C.G.S. § 1-767 through 1-774, enacted 2023) and equivalent statutes 
in all applicable jurisdictions — with mandatory attorney’s fees and costs awarded to FIR. FIR 
will seek all available sanctions under FRCP 11, 28 U.S.C. § 1927, and state equivalents. A well-
sourced, federally-documented threat assessment published by a 501(c)(3) in the public interest 
presents an exceptionally poor target for defamation, trade libel, or tortious interference claims 
under New York Times Co. v. Sullivan, 376 U.S. 254 (1964), and its progeny. 

Public Record Reliance Declaration 

FIR relies exclusively on publicly available information, including: CISA advisories and technical 
alerts; FBI threat notifications; DOE grid assessments; Congressional testimony and GAO studies; 
EMP Commission reports; FERC filings and docket documents; published cybersecurity research 
from Dragos, CrowdStrike, Palo Alto Unit 42, Recorded Future, Microsoft Security, and Forescout 
Vedere Labs; investigative journalism from Reuters, Wall Street Journal, and other recognized 
outlets; and peer-reviewed research. FIR does not possess, use, or disclose any classified national 
security information, utility proprietary data, trade secrets, or non-public information. Any entity 
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claiming this publication contains non-public information bears the burden of identifying the 
specific information and demonstrating its non-public status. 

Intellectual Property and Copyright 

This document is the exclusive intellectual property of the Foundation for Infrastructure Resilience 
(FIR), protected by United States and international copyright law (17 U.S.C. § 101 et seq.). No 
entity may, without FIR’s express prior written consent: reproduce, distribute, publish, or publicly 
display this document in whole or in substantial part; create derivative works; use this document 
to develop competing products or services; or sublicense any rights. Government agencies may 
reference with attribution. Educational institutions may cite for academic purposes. 

Use With FIR Certification Framework 

This document is a foundational reference within the FIR Infrastructure Resilience Certification 
framework, providing the threat context (WHY) that drives the certification framework. Entities 
using this document in connection with FIR certification should note: (a) assessment findings 
generated using this document are subject to protections in the FIR Certification Engagement 
Agreement (confidentiality, no-admission, safe harbor, PCII, attorney-client privilege); (b) no 
assessment findings should be generated without an executed Certification Engagement 
Agreement — legal readiness is scored infrastructure within the FIR framework; (c) this document 
does not itself constitute an assessment of any specific entity’s vulnerabilities; (d) certified 
practitioners using this document are independent professionals, not agents of FIR. See FIR 
Grading Rubric v2.3 and Reference Architecture v5.4 for full legal framework. 

Non-Regulatory Status 

FIR does not seek to impose regulatory requirements on any entity. This document does not 
establish mandatory standards. No finding, assessment, or recommendation shall be construed as 
establishing a standard of care against which negligence or any other legal claim may be measured. 
Any entity’s decision not to adopt FIR’s recommendations has no legal consequence and creates 
no legal liability. 

 

Executive Summary 

The strategic alignment of Iran, Russia, China, and North Korea — variously described as the “Axis of 
Upheaval,” “CRINK,” or “Adversary Entente” — represents the most consequential challenge to the U.S.-
led international order since the end of the Cold War. This report examines the four-party ecosystem as 
a permanent structural feature of the international system, not a temporary alignment driven by current 
events. The 2026 Iran War, which began with the U.S.-Israeli “Operation Epic Fury” on February 28, 
2026, is the ecosystem’s first major stress test under kinetic conditions. It reveals both the compounding 
strategic effects and the internal contradictions of the alignment — but it does not define the 
ecosystem. The ecosystem predates the Iran war, will survive it, and may emerge reconfigured but 
functionally intact regardless of the war’s outcome. 
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The ecosystem does not function as a formal alliance. It operates through structural alignment of 
interests, opportunistic cooperation, and shared opposition to American global primacy. Each actor 
plays a distinct functional role: Iran serves as the kinetic arm, conducting missile and drone 
operations, proxy warfare, and asymmetric attacks that consume U.S. military inventories and 
domestic security bandwidth. Russia acts as the capability multiplier, providing intelligence, 
weapons technology, diplomatic cover, and the strategic rationale that its war in Ukraine generates 
for anti-Western cooperation. China functions as the strategic architect, positioning itself to harvest 
intelligence, accelerate U.S. munitions depletion, and convert the resulting vulnerabilities into 
leverage on Taiwan, semiconductors, and trade. North Korea operates as the financial plumber and 
manpower reservoir, supplying ammunition, troops, crypto-laundering infrastructure, and IT 
worker infiltration networks that service the broader ecosystem. 

This assessment identifies two additional domestic threat dimensions that previous versions treated 
as peripheral but which this version elevates to structural significance. First, drug trafficking 
organizations (cartels) constitute the ecosystem’s most operationally capable domestic presence 
— the only actor combining continuous physical U.S. presence, self-funding revenue exceeding 
$100 billion annually, demonstrated infrastructure attack capability at scale (in Mexico), and 
operational independence from any state sponsor. Second, Islamist radical institutional 
infrastructure — documented through federal court proceedings, designated by the Trump 
administration and multiple states as foreign terrorist organizations — creates the concealment, 
recruitment, and institutional environment within which the ecosystem’s domestic kinetic 
capability (specifically Iran’s Hezbollah/IRGC proxy networks) operates. Both dimensions are 
characterized with the same analytical rigor applied to the four state actors: specific organizations 
with documented connections to designated threat entities, operating within broader populations 
that are overwhelmingly not threats. 

The U.S. is actively degrading the ecosystem’s periphery: Venezuela’s Maduro was arrested in 
January 2026; Cuba is under energy blockade with regime negotiations underway; Iran’s military 
infrastructure is sustaining massive damage on Day 25 of Operation Epic Fury; Hezbollah was 
significantly degraded by Israeli operations in 2024-2025. But this peripheral rollup, while 
demonstrating U.S. kinetic capability, does not dismantle the network’s core. China’s cyber-
infrastructure pre-positioning (Volt Typhoon) is completely untouched by the Iran war. Russia 
benefits from the distraction and oil price spike. North Korea’s IT worker infiltration and cyber 
operations continue unabated. Cartel operational infrastructure inside the U.S. is unchanged. The 
ecosystem’s core is intact even as its periphery shrinks. 

The Hidden Stockpile Analogy. Every reader of this assessment has watched the Iran war unfold 
on television. In the war’s first week, the world discovered that Iran’s missile and drone capability 
had been systematically underestimated — underground launch facilities that didn’t appear on 
public maps, mobile launchers hidden in mountains, drone factories producing at rates Western 
intelligence had not assessed, Houthi launchers that continued firing from sites the U.S. had struck 
repeatedly and reported destroyed. Iran produced 100 ballistic missiles per month from facilities 
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nobody publicly acknowledged existed. The hidden stockpile was the story: the public assessment 
of Iranian capability was wrong because the capability was pre-positioned, concealed, and revealed 
only at the moment of activation. 

The four-party ecosystem’s hidden domestic capabilities are the same thing — pre-positioned 
inside the United States, invisible to public awareness, and waiting for activation: 

Volt Typhoon cyber implants are the hidden missile stockpile inside your water utility, your power 
grid, your telecommunications backbone. They are there right now. Your utility almost certainly 
doesn’t know. CISA knows some are there but cannot find them all — Dragos assesses many 
utilities “will never reach the sophistication needed to find and remove these compromises.” They 
will be revealed at the moment of activation, not before. 

Sleeper cells and proxy networks are the hidden launchers. Hezbollah Unit 910 operatives have 
been in the United States for decades — building cover identities, mapping infrastructure targets, 
waiting for the order that arrived via numbers station on March 9. The public doesn’t know where 
these operatives are. Neither does the FBI, with its Iran counterintelligence unit degraded by 
personnel actions days before the war began. 

Cartel infrastructure is the hidden logistics network. The same smuggling routes, safe houses, 
encrypted communications, and counter-surveillance capabilities that deliver fentanyl to every 
American community can move operatives, weapons, and materials for infrastructure attack. This 
capability is permanent, self-funding, and invisible to critical infrastructure defense planning 
because no framework treats cartels as infrastructure threat actors. 

Foreign Adversary Equipment is the hidden weapon already inside the target. Chinese-
manufactured transformers, inverters, SCADA controllers, and telecommunications equipment — 
embedded in the physical infrastructure itself — represent potential backdoors at the firmware 
level that no network monitoring tool can detect. They are pre-positioned inside the target, 
manufactured into the hardware, waiting. 

Islamist institutional infrastructure is the hidden support network — the concealment, recruitment, 
and social environment within which operational actors function undetected, documented through 
federal court proceedings and designated by multiple state and federal authorities. 

Iran’s hidden stockpile was “theoretical” on February 27. On February 28, it was launching. The 
hidden capabilities documented in this assessment are not theoretical — they are confirmed by 
CISA, FBI, DOJ, the Intelligence Community, and federal court proceedings. They simply haven’t 
been activated yet. The purpose of this assessment series and the FIR Diamond Blue certification 
framework is to ensure that American communities are prepared for the day they are. 

The compounding effect of the ecosystem’s combined capabilities — operating simultaneously 
against a domestic defense apparatus at historically degraded capacity — creates a deployment 
constraint that exceeds what any single dimension could achieve independently. Section 13 
translates this combined threat assessment into an operational scenario framework designed to 
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support community resilience planning against worst-case combined-arms attack. The FIR’s 
companion assessments — China as Strategic Architect v6.0 (Volume 2), U.S. Critical 
Infrastructure Vulnerability Assessment v4.0 (Volume 3), and U.S. Military Infrastructure 
Vulnerability and Force Deployment Assessment v1.0 (Volume 4) — translate this ecosystem 
analysis into sector-specific vulnerability assessment, operational recommendations aligned with 
the three-tier Diamond Blue certification framework (Transition → Core → Optimized), and the 
city-base pair assessment methodology for military installation communities. 

 

1. The Four-Party Ecosystem: Analytical Framework 

The four-party ecosystem is best understood not as an alliance but as a system of structural alignment. 
As the Carnegie Endowment has assessed, these nations share a common adversary in the United States 
and a common interest in undermining the rules-based international order, but their cooperation is 
driven more by expediency than by mutual trust or ideological solidarity. The Center for a New American 
Security coined the term “Axis of Upheaval” in April 2024, while NATO policy planning has preferred the 
more neutral “strategic convergence.” The U.S.-China Economic and Security Review Commission’s 2025 
annual report characterized it as an “Axis of Autocracy.” 

Senior U.S. intelligence officials have confirmed that this structural alignment extends to 
operational pre-positioning against American infrastructure. FBI Director Christopher Wray 
testified that Chinese hackers are “positioning on American infrastructure in preparation to wreak 
havoc” during a future conflict. Former NSA Director General Tim Hawk emphasized that foreign 
intrusions into civilian infrastructure lack economic or espionage rationale and instead represent 
preparation for conflict activation. These assessments, combined with the Pacing Threat Task 
Force (PTTF) analysis that 60–70% of early indicators of ecosystem activation may be detectable 
through structured open-source intelligence (OSINT) analysis, underscore that the threat is both 
visible and actionable — the limiting factor is not intelligence collection but implementation. 

The FIR’s China as Strategic Architect assessment introduced a functional taxonomy that this 
report adopts and expands: Iran is the kinetic arm, Russia is the capability multiplier, North Korea 
is the financial and manpower infrastructure, and China is the strategic architect. A critical 
analytical distinction: the ecosystem produces compounded strategic effects that exceed any 
individual actor’s capability without requiring explicit coordination. No smoking gun is needed. 
The structural alignment of interests is sufficient. 

1.1 The Ecosystem’s Resilience to Node Degradation 

The 2026 Iran War tests a critical analytical question: what happens when a node is degraded? Syria fell 
in December 2024. Venezuela’s Maduro was arrested in January 2026. Iran’s military infrastructure is 
being systematically destroyed. Cuba is under energy blockade. The ecosystem’s periphery is shrinking 
rapidly under U.S. kinetic action. 
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Yet the ecosystem’s core functions are undiminished. China’s Volt Typhoon pre-positioning inside 
U.S. critical infrastructure is completely unaffected by air strikes on Iranian missile factories. 
Russia’s Sandworm cyber capability is unaffected by the arrest of Nicolas Maduro. North Korea’s 
IT worker infiltration networks are unaffected by the Strait of Hormuz closure. Cartel logistics 
routes are unaffected by the Cuba blockade. The ecosystem was designed — whether by explicit 
architecture or structural evolution — to survive node degradation. The kinetic arm can be 
degraded; the strategic architect’s position improves as a result. 

The Carnegie Endowment’s March 2026 analysis captured this dynamic precisely: China and 
Russia are “not rushing to help Iran” because military support for friendly regimes “has never been 
part of China’s strategy for global leadership.” A strategic partnership with Beijing “falls far short 
of a military alliance — or even a guarantee of military support.” The same pattern held for 
Venezuela and for Russia’s previous failures in Armenia (2023) and Syria (2024). The ecosystem 
does not guarantee protection; it guarantees that each actor’s self-interested behavior produces 
compounding effects against U.S. strategic capacity regardless of any individual node’s fate. 

FIR Assessment: U.S. kinetic action against the ecosystem’s periphery demonstrates capability 
but not network elimination. Every peripheral node removed (Syria, Venezuela, Iran degraded, 
Cuba under pressure) reduces the ecosystem’s operational reach but does not touch its strategic 
architecture. The four principals’ motivations, capabilities, and structural alignment persist. The 
ecosystem contracts but does not dissolve. Planning that assumes the Iran war “solves” the 
ecosystem threat is planning for the last crisis, not the next one. 

 

2. Iran: The Kinetic Arm 

2.1 Iran’s Structural Function 

Iran is the ecosystem’s motivated actor — the party with the most acute grievances, the most 
developed proxy warfare infrastructure, and the most immediate willingness to engage in kinetic 
operations. Binding fatwas, a $40 million-plus assassination bounty network, activated sleeper cells, the 
Electronic Operations Room, and direct ballistic missile and drone strikes against U.S. forces all reflect 
genuine Iranian operational will independent of direction from Moscow or Beijing. 

Iran’s kinetic operations serve the broader ecosystem in three ways. First, every U.S. interceptor 
expended against an Iranian missile is one fewer available for Taiwan’s defense — systematically 
depleting the THAAD, SM-3, PAC-3 MSE, and SM-6 inventories critical to Pacific deterrence. 
Iran produces approximately 100 ballistic missiles per month against a U.S. interceptor production 
rate of six to seven per month. Second, Iranian proxy and lone-actor operations consume U.S. 
domestic security bandwidth. Third, the Iran war diverts carrier strike groups from the western 
Pacific, creating the force posture gap that China’s coercive options against Taiwan exploit. 
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2.2 The 2026 Iran War: Capability Demonstrated and Degraded 

On February 28, 2026, the U.S. and Israel launched “Operation Epic Fury,” killing Supreme Leader Ali 
Khamenei, multiple senior officials, and thousands of military personnel. Iran retaliated with over 500 
ballistic missiles and nearly 2,000 drones targeting Israel, U.S. bases in Bahrain, Jordan, Kuwait, Qatar, 
and Saudi Arabia, and Gulf state energy infrastructure. On Day 25, the war continues with no ceasefire 
in sight despite Trump’s announced five-day pause on strikes against Iranian power plants. 

The war has demonstrated both Iran’s operational will (sustained missile and drone operations for 
25 days under massive bombardment) and the limits of its conventional military capability (missile 
and launcher stores depleting, 3,000–4,000 military personnel killed per Israeli estimates, 82,000+ 
civilian structures damaged or destroyed). Mojtaba Khamenei was elected successor supreme 
leader within 10 days of his father’s assassination — demonstrating regime resilience. The IRGC, 
military, and political leadership pledged allegiance to the new leader. Iran has not collapsed. 

The Strait of Hormuz — through which approximately 20% of global petroleum liquids transit — 
has been effectively closed by Iranian naval operations. Brent crude surged past $112 per barrel. 
The IEA chief warned the situation is “worse than the two energy crises of the 1970s and the fallout 
of the Ukraine war put together.” Japan (95% Hormuz-dependent) and South Korea (70% 
dependent) are in energy emergency. Iranian drones struck Kuwait’s Mina al-Ahmadi refinery 
(730,000 bpd capacity) and Qatar’s Ras Laffan LNG facility (17% of global LNG capacity). 

2.3 Iran’s Post-War Trajectory: Three Scenarios 

Scenario A: Regime Survives Diminished. The most likely near-term outcome. Iran’s conventional 
military capability is significantly reduced but its cyber capability (CyberAv3ngers, MuddyWater), proxy 
infrastructure (Hezbollah remnants, Houthis, Iraqi Shia militias), fatwa architecture, and sleeper 
networks are not eliminated by air strikes. The new supreme leader inherits the same grievances, the 
same geography, the same relationship with China as primary oil buyer, and the same nuclear program 
infrastructure. Iran reconstitutes as a wounded but functioning hostile actor with reduced conventional 
capability but retained asymmetric capability. The 4PE relationship continues, potentially with increased 
Iranian desperation driving more aggressive domestic operations. 

Scenario B: Regime Change. A new government — whether through revolution, military coup, 
or negotiated transition — inherits the same geography, the same energy resources, and the same 
relationship with China. China does not need the current regime; it needs Iranian oil. Beijing will 
engage the successor as readily as the predecessor. The proxy networks (Hezbollah, Houthis) have 
organizational autonomy from Tehran and continue operating. The fatwa architecture — 
distributed and based on religious authority, not state command — is not rescinded by a new 
government. The domestic sleeper network, activated by the numbers station signal on March 9, 
operates on pre-shared instructions that do not require ongoing state direction. 

Scenario C: Prolonged Instability. Iran becomes a failed or fragmenting state. This scenario may 
be worse for U.S. infrastructure security than either A or B. A functioning hostile regime is at least 
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a rational actor with an address — it can be deterred, negotiated with, and held accountable. A 
fragmenting Iran produces: uncontrolled weapons proliferation (missile technology, drone 
technology, chemical/biological agents dispersing to non-state actors), proxy network 
fragmentation (Hezbollah, Houthis, Iraqi militias operating without central coordination — less 
predictable, potentially more erratic), ungoverned territory exploitable by the ecosystem’s other 
actors, and refugee flows that destabilize an already volatile region. 

FIR Assessment: The infrastructure threat to the U.S. homeland persists across all three scenarios. 
Iran’s cyber pre-positioning, domestic sleeper networks, fatwa architecture, and proxy 
infrastructure are not eliminated by any kinetic military outcome. The domestic threat may become 
less predictable, not less dangerous. 

 

3. Russia: The Capability Multiplier 

3.1 How the Ukraine War Restructured the Ecosystem 

Russia’s February 2022 full-scale invasion of Ukraine was the single most consequential event in the 
ecosystem’s evolution. Before the invasion, cooperation among the four parties was episodic and 
bilateral. The Ukraine war transformed these relationships by creating existential interdependencies. 
Russia’s massive ammunition consumption created urgent need for North Korean artillery shells and 
ballistic missiles — Pyongyang supplied an estimated 2.5 to 5 million rounds and deployed 14,000–
15,000 troops by early 2025, earning $9.6–$12.3 billion. Iran began supplying Shahed drones in August 
2022; Russia subsequently built its own Shahed production facility in Tatarstan, producing an estimated 
2,700 per month by mid-2025. In exchange, Russia provided Su-35 contracts for Iran, Verba air defense 
systems, space and ballistic missile technology, and reportedly a nuclear submarine reactor for 
Pyongyang. Formal defense pacts followed: a Russia–North Korea Comprehensive Strategic Partnership 
Treaty in June 2024, and a parallel Russia–Iran treaty in January 2025. 

3.2 Russia’s Strategic Calculus During the Iran War 

Russia’s response to the 2026 Iran War reveals the ecosystem’s internal contradictions. Moscow 
provides Iran with targeting intelligence on U.S. troops, warships, and aircraft. Russian Ambassador to 
the UK Kelin acknowledged Moscow is “not neutral.” Moscow has shared drone employment tactics 
refined through 18 months of combat using Iranian-designed UAVs against Ukraine — a closed feedback 
loop. The Russia–Iran Khayyam satellite constellation provides 1-meter resolution imagery of U.S. base 
locations approximately four times daily. CrowdStrike detected a surge of Russian hacker activity 
supporting Tehran since the war began. 

Yet Russia has withheld what Iran most needs: advanced fighter aircraft, integrated air defense 
systems, and precision munitions in quantities that could shift the military balance. As Foreign 
Affairs assessed in March 2026, the Kremlin’s response mirrors “strategic impotence” — strongly 
worded statements but no meaningful defensive action after the killing of Khamenei, paralleling 
failures in Armenia (2023), Syria (2024), and Venezuela (2026). Chatham House captures the 
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structural dilemma: the cooperation that bound Russia and Iran now exposes Moscow to 
reputational and operational risk, and Russia cannot militarily balance the U.S.–Israel coalition 
while sustaining its Ukraine campaign. 

Russia’s strategic benefits from the Iran war are significant despite its non-intervention: 

• Oil price windfall: Brent crude surging past $112 pushes Russia’s Urals blend well above the $59 
budgeted, directly funding the Ukraine campaign. Every week of conflict narrows Russia’s 
budget deficit. 

• U.S. distraction from Ukraine: The Iran war consumes U.S. military, intelligence, and political 
bandwidth that would otherwise pressure Russia on Ukraine peace terms. Poland’s defense 
minister warned that a prolonged Middle East conflict could “jeopardize arms supplies to 
Ukraine.” 

• Interceptor competition: The interceptor consumption in both theaters degrades both 
Ukraine’s air defense and U.S. Pacific deterrence simultaneously. European officials have 
acknowledged the Iran war complicates air defense commitments to Ukraine. 

• Extended timeline advantage: Every additional week the Iran war continues, pressure on Russia 
for a Ukraine settlement diminishes. Moscow has every incentive to keep the Iran conflict at a 
slow burn — destructive enough to sustain oil prices and drain U.S. munitions, but not so 
catastrophic that it destabilizes Russia’s southern flank. 

3.3 The Paradox of Limited Commitment and the “Credibility Floor” 

Russia’s non-intervention in Iran, following its non-intervention in Syria’s fall and Venezuela’s loss, raises 
a fundamental question: what is the CRINK partnership actually worth under existential conditions? 
Moscow condemned the strikes, requested a UN Security Council emergency meeting, and called 
Khamenei’s assassination a “cynical violation of all norms of human morals” — but provided zero 
defensive military support to prevent it. 

The Washington Institute assessed that Putin’s “main focus when making such moves will be more 
on Ukraine than Iran,” hoping that “successive crises in Iran will continue distracting the United 
States from pressuring him about the Ukraine war.” Russia benefits from the crisis but cannot 
resolve it. Its military is overstretched in Ukraine; its economy is under sustained sanctions 
pressure; its influence in the Middle East is set to diminish further regardless of the Iran war’s 
outcome. 

The “credibility floor” question (identified by SpecialEurasia.com) is whether Russia and China 
can maintain their status as “viable counterweights to the West” if they repeatedly fail to defend 
partners under existential attack. An Iranian collapse without Russian or Chinese intervention 
would signal that “the Russo-Chinese security umbrella is purely transactional and lacks the spine 
for a direct confrontation.” This doesn’t break the partnership — but it clarifies its nature in ways 
that future partners (and future targets) will note. 
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3.4 Russia’s Enduring Infrastructure Threat 

Russia’s infrastructure threat to the U.S. homeland is unaffected by the Iran war. Sandworm (GRU Unit 
74455) conducted the only confirmed cyberattacks against national power grids (Ukraine 2015/2016). Z-
Pentest has claimed ICS and SCADA compromises against U.S. entities since the war began. Russian 
hacktivist proxies (NoName057(16)) continue DDoS campaigns against Western infrastructure. If 
Sandworm-derived OT tooling is transferred to IRGC cyber units, it transforms Iranian cyber capability 
from nuisance-level to genuinely destructive — escalating the domestic cost of the Iran war without 
Russian fingerprints. 

 

4. North Korea: Financial Infrastructure and Manpower Reservoir 

North Korea has supplied Russia with an estimated 2.5 to 5 million artillery rounds, hundreds of ballistic 
missiles, and 14,000–15,000 troops by early 2025. CSIS estimates Pyongyang earned $9.6–$12.3 billion 
— extraordinary for an economy whose total trade amounted to $2.7 billion in 2024. North Korean 
workers have been sent to Russian drone factories that rely on Iranian technologies and produce drones 
from Chinese components, creating a microcosm of intra-ecosystem supply chain integration. 

North Korea’s Lazarus Group cryptocurrency laundering infrastructure may be servicing Iran’s 
bounty network, making effective funds larger and harder to interdict through OFAC. The Famous 
Chollima IT worker infiltration program has pre-positioned insiders inside U.S. enterprise 
networks independent of any IRGC directive, providing lateral-movement pathways into U.S. 
operational technology environments that Iran cannot independently access. The 2026 Annual 
Threat Assessment confirmed that North Korean revenue from Russia arms sales, cryptocurrency 
theft (“at least $1 billion each year”), and IT worker infiltration is at “its highest levels since before 
extensive sanctions were imposed in 2018.” 

North Korea is the ecosystem’s most durable node. It has no external dependency that can be 
severed by U.S. kinetic action short of full-scale war. China accounts for over 90 percent of North 
Korea’s trade, giving Beijing decisive leverage — but Beijing has no incentive to constrain 
Pyongyang’s contributions to the ecosystem since those contributions serve Chinese strategic 
interests. 

 

5. China: The Strategic Architect 

5.1 China’s Response to the Iran War: Strategic Patience Confirmed 

China’s response to the 2026 Iran War validates the “strategic architect” thesis more definitively than 
any pre-war analysis could. Beijing condemned the strikes verbally, requested a UN Security Council 
emergency meeting jointly with Russia, and told Israel that “force cannot truly solve problems.” It 
provided zero military support to Iran. 
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The Carnegie Endowment’s assessment is definitive: “A strategic partnership with Beijing falls 
far short of a military alliance — or even a guarantee of military support in the face of an existential 
threat from U.S. aggression.” China’s priority is “to survive Trump’s presidency without a major 
trade war or some other escalation.” Beijing will “quietly seek to solidify its advantage when it 
comes to rare earth metals mining, gain as much know-how as possible from Western technology 
while it still has access, and double down on import substitution.” 

China’s Iran war calculus is coldly rational: “Even if the Iranian regime does not survive the U.S.-
Israeli bombardment, its successor will have no choice but to engage with China, which holds a 
monopoly on the delivery of high-tech goods and is the main buyer of Iranian oil. It will always 
be far easier for Beijing to find a different supplier (for example, Russia), than it would be for Iran 
to find new buyers.” China does not need the current Iranian regime. It needs the structural 
dynamics the ecosystem produces — and those dynamics are accelerating, not diminishing, as the 
Iran war continues. 

Notably, China pre-positioned approximately 40 million barrels of Iranian and Venezuelan crude 
in “floating storage” on tankers anchored in Chinese coastal waters in the weeks before the strikes 
— suggesting advance awareness or at minimum strategic hedging. Chinese authorities halted 
some oil-related activities on March 12 as the war expanded, further indicating deliberate 
management of exposure. 

5.2 Intelligence Harvest and Munitions Attrition — Accelerated by Iran War 

China’s Liaowang-1 intelligence ship in the Gulf of Oman, its 500-satellite surveillance network, and the 
MizarVision targeting front company are generating an unprecedented real-time dataset on U.S. combat 
operations directly applicable to a Taiwan contingency. The Iran war is China’s laboratory: observing U.S. 
weapons performance, consumption rates, logistics chains, allied coordination (or lack thereof), 
intercept success rates, and domestic political response — all in real-time via satellite and signals 
intelligence. This dataset is more valuable than decades of peacetime intelligence collection. 

China’s ISR support improves Iranian strike accuracy, forcing higher U.S. intercept consumption. 
Through Day 25 of the war, estimated depletion rates: THAAD interceptors (20–50 percent 
expended), SM-3 (approximately 20 percent), PAC-3 MSE (roughly 25 percent of required 
military plans). Defense Production Act ramp-ups require 18–36 months; the window of maximum 
vulnerability is the 2026 calendar year. A David’s Sling malfunction allowed two Iranian ballistic 
missiles to strike southern Israel, wounding dozens — demonstrating that even the most advanced 
interceptor systems are not infallible under sustained salvo fire. 

5.3 Taiwan Coercive Option — The Hormuz Proof 

Taiwan imports 97 percent of its energy by sea. LNG reserves — powering 47 percent of electricity 
generation following the May 2025 nuclear closure — would be exhausted in approximately 11 days 
under a total blockade. TSMC, consuming roughly 10 percent of Taiwan’s total power, would go offline 
before a blockade completed its second week. China’s preferred instrument is a sub-war Coast Guard 
quarantine that imposes this clock without triggering U.S. treaty obligations. 
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The Hormuz closure is a real-time, live-fire demonstration of exactly the coercive blockade 
China would execute against Taiwan. The Strait of Hormuz, through which approximately 20% 
of global petroleum flows, has been effectively closed for 25 days. The cascading consequences 
provide China with empirical validation of the LNG coercion thesis: 

• Japan (95% Hormuz-dependent) declared an energy emergency within 3 weeks. South Korea’s 
PM canceled a China trip to manage domestic economic fallout. 

• Brent crude surged past $112; the IEA called it “worse than the 1970s oil crises and Ukraine war 
combined.” 

• Gulf state energy infrastructure under direct attack: Kuwait’s Mina al-Ahmadi refinery (730,000 
bpd), Qatar’s Ras Laffan LNG facility (17% of global LNG, ~$20B annual loss, ~9% GDP hit). 

• Panama Canal at maximum capacity (36-38 vessels daily) as shipping reroutes. 

• Global economic shockwave affecting stock markets, commodity prices, and trade flows 
worldwide. 

Taiwan has 7-11 days of LNG storage. Hormuz proves that even nations with weeks of strategic buffer 
are in crisis within a month. Taiwan would be in crisis within days. The Hormuz closure is the proof of 
concept for China’s Taiwan playbook: energy blockade achieves coercion without a single shot fired. 

The U.S. Pacific carrier posture, with the Abraham Lincoln and Gerald R. Ford deployed to the 
Middle East and the George Washington in maintenance, is at its lowest point since 2022. Allied 
compensation is degraded: Japan and South Korea — the two Pacific allies most capable of 
contributing to Taiwan defense — are managing their own Hormuz-driven energy emergencies. 

5.4 The Enduring Architect Role 

China’s infrastructure pre-positioning against the U.S. homeland (Volt Typhoon) is completely 
untouched by the Iran war. Not a single Volt Typhoon implant has been removed by air strikes on 
Iranian missile factories. Not a single Salt Typhoon telecommunications compromise has been disrupted 
by the Hormuz closure. Not a single Foreign Adversary Equipment backdoor in U.S. critical infrastructure 
has been eliminated by Operation Epic Fury. The cyber-infrastructure dimension of the ecosystem’s 
threat to the U.S. homeland is operating in a completely independent domain from the kinetic war — 
and it continues accumulating capability regardless of the war’s outcome. 

 

6. Strategic Motivations: Why the Ecosystem Exists 

The four-party ecosystem produces compounded effects without formal coordination because each 
actor’s self-interested behavior structurally serves the others’ interests. Understanding why each actor 
participates — and what it is trying to architect — is essential to assessing the ecosystem’s resilience 
and trajectory. 
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6.1 Russia: Regime Survival Through System Disruption 

Russia’s overarching motivation is existential: regime preservation in the face of a Western-led order 
that Moscow perceives as designed to constrain, diminish, and ultimately replace the Putin system. 
Russia has systematically constructed alternative institutional frameworks — pushing Iran into the SCO 
(2023), lobbying for its BRICS inclusion (2024), orchestrating the Iran–Eurasian Economic Union free-
trade agreement (May 2025) — not as favors to Tehran but as deliberate construction of multilateral 
venues where Russia holds influence and the U.S. does not. 

The Ukraine invasion was itself an act of system disruption: a bet that redrawing European borders 
by force would fracture NATO and demonstrate the limits of U.S. security guarantees. Russia’s 
intelligence sharing with Iran in the current war exemplifies deliberate event architecture: 
Moscow’s implicit calculus is that the U.S. is using Ukraine to wage a proxy war against Russia, 
so Russia has every right to wage a proxy war against the U.S. through Iran. The oil price windfall 
from the Iran war is a secondary but significant benefit: every week of conflict narrows Russia’s 
budget deficit and reduces pressure for a Ukraine ceasefire. 

6.2 China: Structural Revisionism Without Kinetic Cost 

China’s motivation is fundamentally different from Russia’s. Russia fights to preserve a declining 
position; China maneuvers to secure a rising one. Beijing does not need to destroy the international 
order — it needs to reshape it so that rules, institutions, and power distributions reflect Chinese 
interests. The critical distinction: China wants to inherit the system, not burn it down. 

China has spent decades building the economic dependencies that give it structural leverage over 
every ecosystem partner. It is Russia’s largest trading partner and energy customer. It accounts for 
over 90 percent of North Korea’s trade. It purchases nearly all of Iran’s oil exports. These 
relationships form a leverage architecture that allows Beijing to calibrate each partner’s behavior 
without issuing orders. The Taiwan question is the core motivation. Everything — ISR harvest, 
munitions attrition, diplomatic leverage, economic dependencies — serves the objective of 
resolving Taiwan on Beijing’s terms without a war China might not win. 

6.3 Iran: Regime Survival Through Deterrence — Now Under Kinetic Test 

Iran is a revolutionary state that genuinely believes in its mission to resist Western domination, but also 
a survival-oriented regime demonstrating remarkable strategic patience. Iran’s primary architecture is 
the proxy network — the “Axis of Resistance” — built over four decades: Hezbollah, Hamas, the Houthis, 
Iraqi Shia militias, and the Fatimiyoun Brigade. 

The domestic sleeper cell architecture represents Iran’s longest-term investment — operatives 
emplaced in Western countries for decades as a strategic reserve activated in exactly the existential 
scenario that now exists. The fatwa architecture converts religious authority into a distributed 
targeting system operating through individual obligation rather than state command — a 
crowdsourced assassination capability that cannot be shut down by killing Iranian leaders. The 
numbers station activation signal intercepted on March 9 confirms the dead-man’s switch 
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architecture was designed to function after Iranian communications are severed, leadership is 
killed, and internet is destroyed. 

6.4 North Korea: Regime Survival Through Indispensability 

North Korea’s motivation is the simplest and most desperate: the Kim regime survives only as long as it 
remains useful to at least one great-power patron. Its nuclear weapons program is the foundational act 
of strategic architecture — transforming a negligible state into one that cannot be ignored. The Ukraine 
war created an unprecedented opportunity to monetize surplus conventional production. North Korea 
has no ideology to spread, no territory to recover, and no historical grievance to redress beyond regime 
continuation. Every relationship is evaluated solely through whether it increases the Kim dynasty’s 
survival probability. 

 

7. The Dominant Architect and Infrastructure as Strategic Lever 

7.1 China as the Dominant Architect 

Of the four ecosystem actors, China is the dominant architect. This is not because Beijing directs the 
others — there is no evidence of a central command structure — but because China’s structural position 
gives it more leverage over the ecosystem’s behavior, and more benefit from the ecosystem’s output, 
than any other member. 

The evidence for architectural dominance rests on five structural factors: economic leverage 
(indispensable partner for all three others), cost asymmetry (bears lowest costs of participation), 
benefit concentration (ecosystem outputs disproportionately serve Taiwan objectives), 
deniability superiority (deepest deniability shield — the Liaowang-1 collects data legally from 
international waters; MizarVision is a commercial entity; BeiDou access is a bilateral technology 
agreement), and calibration authority (economic leverage gives Beijing the ability to modulate 
the ecosystem’s tempo by signaling through oil purchase commitments, trade volumes, and 
diplomatic messaging). 

7.2 Infrastructure Attack as Strategic Lever 

Attacking U.S. infrastructure is not an end in itself for the ecosystem. It is a lever that multiplies the 
strategic effects the ecosystem is already producing. For China, infrastructure disruption is a 
deployment-denial tool — Volt Typhoon’s confirmed pre-positioning in communications, energy, 
transportation, and water systems near military installations is designed for one scenario: disrupting U.S. 
force mobilization during a Taiwan contingency. For Russia, infrastructure disruption serves as cost 
imposition and leverage for Ukraine negotiations. For Iran, infrastructure disruption is asymmetric 
retaliation — the homeland cost that makes the Iran war politically unsustainable. For North Korea, 
infrastructure access is a service sold to partners — Famous Chollima IT workers provide authenticated 
insider access exploitable by any ecosystem member. 
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7.3 The Compounding Logic of Infrastructure Leverage 

The ecosystem’s infrastructure threat is most dangerous when multiple actors’ operations converge in 
the same window. The deniability architecture ensures that if this convergence occurs, attribution will 
be slow, contested, and politically complicated. An attack on a water utility could be Iranian 
CyberAv3ngers, Chinese Volt Typhoon, Russian Sandworm proxies, or a North Korean insider. The 
ecosystem does not need to coordinate these attacks. It needs only for each actor to pursue its own 
infrastructure objectives in the same temporal window. The structural parallelism produces the 
attribution confusion that protects all four actors from decisive retaliation. 

The dominant architect’s advantage is decisive: China can observe Iranian, Russian, and North 
Korean cyber operations creating domestic chaos and attribution confusion — and then activate 
Volt Typhoon against military-critical infrastructure under cover of that chaos, with confidence 
that the U.S. will lack the bandwidth, attribution clarity, and political will to respond to a fifth 
simultaneous crisis. 

 

8. Domestic Threat Actors: Physical Proxy Forces, Cartels, and Islamist Radical 
Infrastructure 

Most analyses of the four-party ecosystem’s infrastructure threat focus exclusively on the cyber 
dimension. This section addresses the physical, organizational, and institutional dimensions — the 
kinetic layer, the criminal logistics layer, and the ideological concealment layer that compound the 
cyber threat and, through plausible deniability, shield the ecosystem’s strategic architect from 
attribution. 

8.1 Three Tracks of State-Directed Domestic Kinetic Capability 

Track 1: Hezbollah Unit 910 / IRGC Unit 840 — Embedded Professional Networks. These represent the 
highest-capability, highest-deniability domestic threat. Convicted Hezbollah operative Ali Kourani told 
the FBI he was a member of Unit 910 — “the Black Ops of Hezbollah” — and stated that in the event the 
United States and Iran went to war, “the U.S. sleeper cell would expect to be called upon to act.” 
Prosecuted cases document networks in New York City, Detroit/Dearborn, Houston (300-plus pounds of 
ammonium nitrate stockpiled by a Hezbollah operative), Los Angeles, Boston, Portland, and Louisville. 
Since 2021, over 2,500 Iranian nationals have been arrested inside the United States. NCTC Director 
Kent testified in December 2025 that approximately 18,000 known or suspected terrorists with jihadist 
ties entered the country during the prior administration. 

Track 2: Self-Radicalized Lone Actors — Fastest Activation. The Austin, Texas shooting on 
March 1 (two killed, fourteen wounded, Iranian flag imagery found) and the Toronto boxing gym 
attack illustrate the speed at which fatwa messaging translates into kinetic action. The activation 
mechanism is the fatwa architecture — binding religious decrees with $40 million-plus bounty 
funding, potentially augmented by North Korean Lazarus Group crypto-laundering. 
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Track 3: Numbers Station Activation — The Dead-Man’s Switch. On March 9, a federal 
government alert confirmed that the United States intercepted encrypted communications believed 
to have originated in Iran that may serve as an operational trigger for sleeper assets outside the 
country. The transmission was relayed across multiple countries shortly after the death of 
Ayatollah Khamenei. The architecture was designed and emplaced before the conflict began. The 
dead-man’s switch has been triggered. 

8.2 Drug Cartels: The Ecosystem’s Most Operationally Capable Domestic Actor 

Drug trafficking organizations (cartels) are not peripheral logistics providers for the 4PE. They constitute 
the ecosystem’s most operationally capable domestic presence — the only actor combining all of the 
following: continuous physical operational presence in every major U.S. metro area, self-funding 
revenue exceeding $100 billion annually (narcotics), demonstrated infrastructure attack capability at 
scale, military-grade organizational discipline, and operational independence from any state sponsor. 

Infrastructure attack capability demonstrated in Mexico. Cartels routinely attack 
infrastructure at scale: Pemex pipeline tapping (thousands of illegal taps annually, multiple fatal 
explosions); deliberate attacks on electrical infrastructure to disable surveillance/security; 
destruction/seizure of cell towers in contested territory; construction of private encrypted radio 
networks; control of water access as territorial weapon; road blockades (“narcobloqueos”) shutting 
down cities for days. These are not incidental criminal acts — they are organized infrastructure 
operations conducted at the operational level. The skills, organizational capacity, and willingness 
to deploy such capability transfer across the border. 

Permanent, self-funding U.S. domestic operational infrastructure. Unlike Iran’s sleeper cells 
(finite, degrading), North Korea’s IT workers (remote, financial), or Volt Typhoon (cyber-only), 
cartels have continuous, self-sustaining, physical operational presence inside the U.S. with: safe 
houses, counter-surveillance capability, encrypted communications, vehicle fleets, cash 
management networks, and corrupted officials at multiple levels of government. They can move 
any cargo — drugs, weapons, people, materials — from Mexico to any U.S. interior point within 
48-72 hours through established routes. 

The transactional relationship with the 4PE. Cartels will work with anyone who pays. The 
relationship with state actors is transactional, not ideological. The Iran-cartel nexus is documented: 
IRGC Unit 840 outsources lethal operations to cartel intermediaries for deniability (the 2011 Saudi 
ambassador assassination plot used this exact model). The China-cartel nexus is the most 
financially significant: Chinese precursor chemical suppliers feed cartel fentanyl manufacturing; 
Chinese money laundering networks (mirror transactions, trade-based laundering) clean cartel 
revenue. When Iran is degraded, cartels don’t lose a patron — they lose a customer. They find new 
ones. 

Fentanyl as ongoing infrastructure attack. 100,000+ U.S. deaths annually from synthetic opioid 
overdose — primarily cartel-manufactured fentanyl from Chinese-supplied precursors — 
constitutes an ongoing attack on the U.S. workforce, healthcare system, emergency services, and 
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social fabric. In a BSE, millions of opioid-dependent individuals face withdrawal crisis (onset 12-
36 hours) with no treatment infrastructure — a compound casualty event. 

The primary post-BSE organized armed threat. In a BSE, cartels don’t collapse — they thrive. 
Pre-positioned resources, organizational discipline, territorial control instincts, intelligence 
networks, established supply chains functioning outside the legitimate economy, and zero 
institutional constraints make cartels the best-organized armed force in any community where they 
have significant presence. The cartel-contested BSE is the hardest community defense scenario in 
the Diamond Blue framework. 

8.3 Islamist Radical Infrastructure: The Institutional Dimension 

Iran’s domestic kinetic capability — Hezbollah Unit 910, IRGC Unit 840, fatwa-motivated lone actors — 
requires concealment, logistics, safe houses, funding, and local knowledge to operate inside the United 
States. The institutional and organizational environment within which these networks function is 
operationally relevant to threat assessment. 

The Muslim Brotherhood Explanatory Memorandum (1991, Government Exhibit 003-0085, 
U.S. v. Holy Land Foundation) is a court-documented strategic document describing a 
“Civilization-Jihadist Process” aimed at “eliminating and destroying the Western civilization from 
within and sabotaging its miserable house.” The memorandum lists 29 organizations as part of the 
Brotherhood’s North American infrastructure. Whether or not the memorandum was formally 
adopted by the Brotherhood council (scholars dispute this), its described methodology — 
institutional infiltration, organizational networking, legal/media advocacy to deflect scrutiny, and 
discouragement of cooperation with law enforcement — describes observable patterns that are 
operationally relevant. 

CAIR was named as an unindicted co-conspirator in U.S. v. Holy Land Foundation (2007). The 
FBI suspended all formal contacts with CAIR “until we can resolve whether there continues to be 
a connection between CAIR or its executives and HAMAS.” The DOJ confirmed the designation 
was supported by evidence. Multiple CAIR officials have been convicted of terrorism-related 
offenses. The Trump administration designated Muslim Brotherhood chapters as foreign terrorist 
organizations (November 2025). Texas and Florida designated CAIR as a foreign terrorist 
organization at the state level (2025). CAIR disputes all connections and has never been charged 
as an organization. 

The “sea of the people” doctrine applies evenhandedly. Mao Zedong’s doctrine — “The 
guerrilla must move amongst the people as a fish swims in the sea” — describes how asymmetric 
threat actors require a host population for concealment, recruitment, logistics, and social cover. 
This analytical framework applies equally across all three domestic threat categories: 

• Cartels operate within Hispanic communities — the overwhelming majority of Hispanic-
Americans are not cartel members 
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• Domestic extremists operate within various ideological communities — the overwhelming 
majority are not extremists 

• Islamist radicals operate within Muslim communities — the overwhelming majority of Muslim-
Americans are not radical 

In all three cases: the host population is not the threat, but the threat actor cannot function without the 
population’s presence. The analytical question for community threat assessment is not “is this 
population dangerous?” but “does this community contain organized networks with documented 
connections to designated threat entities, and do institutional structures exist that shield those 
networks from detection?” 

The operational relevance to the 4PE: The Muslim Brotherhood’s “civilization jihad” strategy 
and Iran’s kinetic proxy architecture are separate phenomena with different objectives — but they 
create mutually reinforcing conditions. Brotherhood institutional influence, to the extent it 
discourages assimilation and cooperation with law enforcement, creates the concealment 
environment that Iran’s Hezbollah/IRGC networks exploit. Post-BSE, this convergence becomes 
acute: radicalized networks that are pre-organized, pre-funded, and ideologically motivated to 
impose alternative governance will attempt to establish territorial control in communities where 
they have sufficient concentration. 

8.4 Plausible Deniability as Strategic Architecture 

The ecosystem’s deniability structure is its most strategically significant feature. Physical attacks inside 
the United States are attributable — if they are attributable at all — to Iranian proxies, self-radicalized 
lone actors, or Hezbollah cells. Not to China. Not to Russia. Unit 840’s documented practice of 
outsourcing operations to criminal syndicates means an attack on U.S. infrastructure could be executed 
by individuals with no Iranian documentation and no attributable connection to Tehran. China’s 
contributions — satellite intelligence, a ship in international waters, a company publishing commercial 
imagery, economic relationships — are all legally defensible and diplomatically deniable. China operates 
behind the deepest deniability shield. The political anger generated by domestic attacks is directed at 
Iran. The resource diversion is directed at Iran. And China — the actor whose strategic interests are 
most served by the entire sequence — sits behind a triple deniability shield. 

 

9. Peripheral Actors: The Ecosystem’s Western Hemisphere Infrastructure 

The four-party ecosystem does not operate in isolation from the broader network of states and non-
state actors that provide it operational reach into the Western Hemisphere. Syria, Venezuela, drug 
cartels, Cuba, and Islamist institutional networks have each served as connective tissue between the 
four principals and the operating environment closest to the U.S. homeland. 
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9.1 Syria: The Template That Was Lost 

Syria was the proving ground where the four-party ecosystem’s operational template was developed — 
Russian air power plus Iranian ground forces via Hezbollah and Shia militias. The fall of the Assad regime 
in December 2024 removed Russia’s most established Mediterranean military position and eliminated 
Iran’s primary land corridor to Hezbollah. It also demonstrated the ecosystem’s central peripheral 
vulnerability: when a client state is lost, the four principals lack the will to prevent it. 

9.2 Venezuela: The Western Hemisphere Foothold — Now Lost 

Venezuela under Maduro was the ecosystem’s most ambitious Western Hemisphere platform. China 
purchased 80 percent of petroleum exports; Russia provided military systems and advisors; Iran 
established a deep Hezbollah operational presence and used Venezuela for identity laundering 
(furnishing passports and citizenship to Hezbollah operatives through regime official Tareck El Aissami). 
Maduro’s extraction in Operation Absolute Resolve (January 2026) collapsed this state-level 
architecture. The operation demonstrated that ecosystem membership does not guarantee protection 
from American military action. However, the criminal networks, passport operations, and Hezbollah 
financing channels built over decades do not disappear with Maduro — they disperse and go 
underground. 

9.3 Cuba: The Intelligence Platform — Under Blockade 

Cuba occupies a unique position as the ecosystem’s oldest Western Hemisphere partner. Cuba’s 
Directorate of Intelligence has decades of experience operating against the United States from 90 miles 
away, sharing tradecraft with Venezuelan and Iranian partners. Cuba served as a three-way operational 
node linking Iranian, Venezuelan, and Cuban intelligence in joint targeting of U.S. government systems 
(documented 2007 case). 

The U.S. oil blockade of Cuba — imposed through Executive Order 14380 (January 29, 2026), 
the seizure of Venezuela-bound tankers, and diplomatic pressure that halted Mexican oil shipments 
— has pushed Cuba into infrastructure crisis. The island experienced its third major grid collapse 
on March 16, with cascading effects across water pumping, hospitals, transportation, and food 
distribution. Airports suspended refueling. Díaz-Canel confirmed negotiations with the U.S. on 
March 13. 

The Cuba blockade demonstrates the infrastructure cascade at national scale. Cuba lost oil 
supply — not electricity directly, not water, not communications. But because energy powers 
everything, losing energy collapsed everything. This is precisely the BSE mechanism the FIR 
Reference Architecture models. Cuba is living through a BSE right now — providing real-time 
validation that the cascading failure model is correct and that the 60-day buffer thesis matches 
observed reality (Cuba’s stocks began depleting in late January; by mid-March, ~45 days, the 
cascade reached total grid collapse). 

The irony is dual: the U.S. is simultaneously the perpetrator of Cuba’s energy blockade and the 
victim of Iran’s Hormuz blockade — demonstrating that energy denial is a universal weapon any 
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actor can deploy. And the U.S. blockade of Cuba is degrading a 4PE intelligence platform while 
simultaneously providing a real-world case study that validates the FIR planning imperative. 

9.4 Synthesis: Peripheral Losses Accelerating but Network Core Intact 

The ecosystem has lost or is actively degrading four of its peripheral platforms in the past fifteen 
months: Assad (December 2024), Maduro (January 2026), Cuba (under blockade since January 2026), 
and Iran’s conventional military capability (under massive bombardment since February 2026). This 
demonstrates that the U.S. can strip away the ecosystem’s peripheral infrastructure when it chooses to 
act. 

But the core is untouched. China’s Volt Typhoon pre-positioning is intact. Russia’s cyber 
capability is intact. North Korea’s IT worker infiltration is expanding. Cartel logistics routes are 
operational. Hezbollah’s Latin American drug revenue networks predate and will survive all four 
peripheral losses. The operational template — using criminal intermediaries for deniable 
operations inside the United States — does not require a state sponsor in the Western Hemisphere. 
It requires only money, which the fatwa bounty network, cartel revenue, and Lazarus Group 
crypto-laundering continue to provide. 

 

10. The Compounding Effect: Cyber + Physical + Criminal + Institutional = 
Deployment Constraint 

The ecosystem’s aggregate capability to constrain U.S. military deployment becomes significantly more 
credible when all four domestic threat dimensions are layered together. 

10.1 Mechanism 1: Simultaneous Multi-Vector Infrastructure Pressure 

Chinese Volt Typhoon actors have maintained access to U.S. critical infrastructure for at least five years, 
targeting communications, energy, transportation, and water systems. Simultaneously, IRGC-affiliated 
CyberAv3ngers achieved operational control of U.S. water treatment PLCs. Russian Z-Pentest has 
claimed ICS and SCADA compromises. North Korean Famous Chollima insiders have authenticated 
access to enterprise networks. Cartel infrastructure attack capability demonstrated in Mexico is 
transferable. A concurrent activation would overwhelm the detection, attribution, and response 
capacity of a CISA operating at reduced staffing with the FBI’s Iran counterintelligence unit degraded. 

10.2 Mechanism 2: Domestic Resource Diversion and Political Will Degradation 

Every physical attack inside the United States diverts FBI, DHS, National Guard, and state/local law 
enforcement resources from other missions. The institutional bandwidth consumed by simultaneous 
domestic threat response directly competes with the intelligence and operational capacity needed to 
manage the Iran war, monitor the Pacific, and prepare for a potential Taiwan contingency. A sustained 
drumbeat of domestic attacks creates political pressure to scale back military operations and redirect 
resources to homeland defense — exactly the outcome China’s coercive playbook requires. 
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10.3 Mechanism 3: Attribution Suppression Across All Domains 

Shared C2 infrastructure across Russian, North Korean, and Iranian cyber actors creates multi-way 
attribution problems. Unit 840’s use of criminal syndicates suppresses kinetic attribution. The numbers 
station’s one-way communication architecture eliminates the electronic trail. Cartel-facilitated 
operations create additional attribution confusion. Islamist institutional infrastructure — to the extent it 
discourages community cooperation with law enforcement — degrades the human intelligence that fills 
gaps in technical attribution. The ecosystem produces infrastructure degradation and domestic 
disruption while making it maximally difficult to identify which actor is responsible. 

10.4 Net Assessment: Can the Ecosystem Limit U.S. Deployment? 

Against a single-theater deployment (the current Iran campaign), the ecosystem’s combined capability is 
unlikely to be decisive. Against multi-theater simultaneous deployment — the scenario where Iran 
continues, a Taiwan contingency emerges, and Russia escalates in Ukraine — the ecosystem’s 
infrastructure attack capability becomes a genuine force multiplier. In a Taiwan scenario where China’s 
LNG clock gives approximately 11 days, even a 72-hour delay in carrier group deployment could be 
strategically decisive. 

The ecosystem’s infrastructure attack capability is not yet sufficient to prevent U.S. military 
deployment. It is sufficient to degrade and delay it. In a crisis where time is the decisive variable 
— and Taiwan’s 11-day LNG clock makes time the decisive variable — degradation and delay 
may be all China needs. 

 

11. The Past Five Years (2021–2026): How the Ecosystem Evolved 

Before Russia’s 2022 invasion, cooperation was bilateral and limited. The invasion transformed the 
ecosystem: Western sanctions forced Moscow eastward, Iran supplied Shaheds, North Korea supplied 
ammunition, and joint exercises surged. By 2024–2025, the ecosystem formalized through defense 
pacts, institutional integration (Iran into SCO and BRICS), and deepening bilateral trade. 

Key milestones: - 2022: Russia invades Ukraine; Iran begins Shahed drone supply; ecosystem 
acceleration begins - 2023: Iran joins SCO; Armenia abandoned by Russia (first peripheral failure) 
- 2024: Russia-North Korea Comprehensive Strategic Partnership Treaty (June); Iran joins BRICS; 
Hezbollah significantly degraded by Israeli operations; Assad regime falls (December) - January 
2025: Russia-Iran strategic partnership treaty signed - June 2025: Twelve-Day War (U.S.-Israeli 
air strikes on Iran — first kinetic engagement) - January 2026: Maduro arrested in Operation 
Absolute Resolve; Cuba blockade begins; Iran protests - February 28, 2026: Operation Epic Fury 
launched; Khamenei killed; Hormuz effectively closed - March 2026: War continues Day 25+; 
ecosystem under maximum stress but core intact 
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12. The Next Five Years (2026–2031): Strategic Projections 

12.1 The Constant: China’s Strategic Window Is Unchanged 

Regardless of the Iran war’s outcome, China’s 2027-2030 Taiwan window remains the ecosystem’s most 
consequential long-term risk. The Hormuz closure has validated the LNG coercion thesis in real-time. 
Munitions depletion is accelerating. Pacific force posture is degraded. These trends serve China’s 
strategic calculus whether Iran reconstitutes, changes regime, or fragments. 

12.2 Three Iran Trajectories — All Preserve Infrastructure Threat 

• Iran reconstitutes under new leadership: Ecosystem continues, potentially with increased 
Iranian desperation driving more aggressive operations 

• Iran fragments into prolonged instability: Ungoverned space creates harder-to-attribute threats 
from uncontrolled proxy networks and weapons proliferation 

• Iran achieves settlement: The most optimistic scenario still leaves Volt Typhoon inside U.S. 
infrastructure, cartel networks operational, and Islamist institutional infrastructure intact 

12.3 Structural Trends Regardless of Scenario 

Defense production integration across ecosystem members will continue. Cyber cooperation and 
attribution suppression will deepen. Institutional architecture (SCO, BRICS) will persist. Physical proxy 
networks and sleeper cell infrastructure inside Western countries will remain in place — these assets 
were emplaced over decades and are not dismantled by a ceasefire. Cartel operational infrastructure is 
permanent and self-sustaining. The infrastructure vulnerability is permanent — regardless of which 
scenario plays out, Volt Typhoon is inside the grid, FAE is inside the supply chain, cartels are inside the 
communities, and community-level resilience remains the only defense that does not depend on federal 
intervention. 

 

12.5 The Geographic Vulnerability Disparity: Why Disadvantaged Communities 
Face the Greatest BSE Risk 

The four-party ecosystem’s domestic attack architecture exploits weak points — and those weak points 
are not randomly distributed across the American landscape. They are geographically concentrated in 
the communities least equipped to defend against them. 

CyberAv3ngers targeted small municipal water systems with default passwords, not the New York 
City Department of Environmental Protection. Volt Typhoon pre-positioned inside utilities serving 
communities that will never have the cybersecurity sophistication to detect nation-state implants. 
The physical attack vectors documented in Volume 3 — rifle attacks on LPT substations, proxy 
force operations against water treatment facilities — are most effective against rural substations 



 © 2026 Foundation for Infrastructure Resilience. All rights reserved. 
23 

protected by chain-link fencing and small utilities with no security personnel, not against hardened 
urban infrastructure with armed response capability. 

The communities most vulnerable to every phase of the integrated attack scenario (Section 13) are 
America’s rural, low-income, and infrastructure-poor communities: single-source water systems 
serving populations under 10,000; power distribution dependent on a handful of substations with 
no redundancy; hospitals 30+ miles away; no alternative communications infrastructure; volunteer 
fire departments with 15-minute response times; and grocery stores dependent on daily truck 
delivery from distant distribution centers. These communities have the fewest resources to prepare, 
the longest wait for federal help that will not come post-BSE, and the least political visibility to 
attract pre-event investment. 

This geographic vulnerability disparity has a critical policy implication: the communities 
where Diamond Blue Transition certification is most urgently needed are also the communities 
that qualify for the most favorable federal grant terms. FEMA BRIC provides 90% federal / 10% 
local cost share for economically disadvantaged rural communities. DOE Grid Resilience Formula 
Grants prioritize rural, tribal, and disadvantaged communities. USDA Community Facilities grants 
provide up to 75% grant funding for the smallest, poorest communities. The federal grant 
ecosystem was designed to direct resilience investment toward exactly the communities the four-
party ecosystem is most likely to attack first. 

For a disadvantaged community of 10,000 population, the local cost share for Diamond Blue 
Transition certification — across energy, water, communications, medical, food, governance, and 
exercise categories — is approximately $110,000-$350,000 when federal grants cover the rest. 
This is less than the cost of a fire truck. The FIR Diamond Blue Grant Navigator provides the 
complete crosswalk from checklist item to grant program. 

The four-party ecosystem attacks where America is weakest. Where America is weakest is 
where disadvantaged communities live. Federal grant programs will pay 90% of the cost to 
harden those communities. The only missing ingredient is a framework that tells 
communities what to build and how to fund it. Diamond Blue is that framework. 

13. The Art of the Possible: Operational Scenario Development 

13.1 Scenario Rationale 

Given the structural alignment documented in the preceding sections, it is increasingly credible that the 
United States faces adversaries who desire to remove its ability to dominate world events and who may 
reach a decision point where the continued functioning of the United States as a global power becomes 
intolerable — yet who may not wish to employ nuclear weapons to achieve that objective. Such a 
determined adversary, or ecosystem of adversaries, can be expected to utilize the warfighting best 
practice of a combined-arms approach, delivering more than one type of attack across more than one 
salvo. 
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Such a combination could include nationwide ransomware or other cyber attacks on electrical, 
communications, and water utilities, followed by one or multiple High Altitude Electromagnetic 
Pulse (HEMP) detonations. The ecosystem’s proxy forces — including embedded professional 
networks, self-radicalized lone actors, cartel-facilitated operatives, and sleeper cell assets activated 
by the March 9 numbers station transmission — could conduct coordinated physical destruction 
of critical infrastructure. The ability to deliver such attacks using proxy forces and deniability 
architecture could result in a lack of clear attribution options for the United States. 

13.2 Community Resilience Objective 

A reasonable preparedness goal for state capitals and other key cities — including Federal Reserve 
locations, key ports, military bases and their surrounding metro areas, and critical manufacturing 
centers — is to invest in resilience calibrated to this scenario. The FIR Diamond Blue certification 
framework provides the implementation methodology: Transition (60-day buffer, asset inventory, 
governance, new construction standards), Core (post-buffer decentralized survival on household/site-
level infrastructure), and Optimized (full operational capability with assured supply chains and 
community-level indigenous production). 

Joint Base San Antonio’s Electromagnetic Defense Initiative (JBSA-EDI) has operationalized this 
approach, forming the SA-EMD collaborative — a partnership between the installation and its 
surrounding community including CPS Energy, San Antonio Water System, VIA Transportation, 
and Southwest Research Institute — to build infrastructure resilience “outside the wire.” JBSA-
EDI demonstrates that base-adjacent community resilience partnerships are achievable and 
produce the military-civilian integration essential for communities near strategic installations. The 
companion U.S. Military Infrastructure Vulnerability Assessment (Volume 4) develops the city-
base pair concept and assessment methodology. 

13.3 Threat Statement 

An adversarial ecosystem uses proxy terror capabilities already embedded inside the United States — 
including state-directed cells, self-radicalized lone actors, cartel-facilitated operatives, and numbers-
station-activated sleeper assets — to distract and tie down the United States military. Widespread 
infrastructure attacks combine local and regional physical attacks by proxy forces, ransomware targeting 
utilities, communications, and the financial sector, followed by regional HEMP detonations. Post-BSE, 
organized threat actors (cartels, Islamist radical networks, domestic extremist groups) attempt to 
establish territorial control over community infrastructure, governance, and supply corridors. The intent 
is to disable the U.S. economy and government, conduct decapitation attacks, and attempt localized 
takeover of key institutions — forcing the recall of deployed U.S. military units and compelling allied 
nations to redirect their efforts to assist the United States rather than pursue operations in other 
theaters. 

13.4 Attack Phases 

Attack Phase 1 — Battlefield Preparation (Cyber): Cyber attacks conducted through ransomware and 
OT exploitation against electrical, water and wastewater, communications, pipeline, and financial 
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infrastructures, disabling over half of each infrastructure type. This corresponds to Volt Typhoon, 
CyberAv3ngers, and Russian proxy cyber capabilities. 

Attack Phase 2 — Decapitation and Kinetic Attacks: Using massive coordinated action by 
hundreds of well-placed individuals, senior government and civil officials, National Guard 
leadership, and state law enforcement locations are targeted — at work and at home — by a 
combination of lone shooters, IEDs, and suicide drones. This corresponds to the three-track 
domestic kinetic capability: Unit 910/Unit 840 networks, self-radicalized lone actors activated 
through the fatwa architecture, and numbers station-activated sleeper assets. 

Attack Phase 3 — Physical Infrastructure Destruction: Proxy forces initiate physical 
infrastructure attacks: rifle and drone attacks on critical electrical substations, water treatment 
facilities, communications towers, and transportation nodes. Cartel-facilitated logistics move 
materials and operatives to targeting locations using established smuggling routes. 

Attack Phase 4 — Regional HEMP Attacks (Escalatory Variant): Remaining standard 
commercial electrical power is disabled in each region due to HEMP damage, creating the long-
duration Black Sky Event that collapses all dependent infrastructure. 

Post-Attack Phase — Organized Territorial Control Attempts: In the power vacuum following 
the four attack phases, organized groups (cartels, Islamist radical networks, domestic extremist 
organizations) attempt to establish territorial control over community infrastructure, governance 
structures, and supply corridors. Diamond Blue communities with anti-capture architecture, 
counter-intelligence capability, and distributed redundancy resist these attempts. Communities 
without such design are vulnerable to hostile takeover. 

 

14. Leading Indicators and Early Warning Framework 

14.1 Four-Tier Early Warning Framework 

Strategic indicators (6–24 months): Expanded cyber infiltration campaigns, accelerated military 
mobilization, new defense pact signings, increased diplomatic isolation or withdrawal from 
communication channels. 

Operational indicators (1–6 months): Equipment staging and logistics pre-positioning, increased 
reconnaissance against specific infrastructure targets, unusual procurement patterns, activation or 
expansion of proxy network communications, observable changes in ecosystem cyber actor tempo. 

Tactical indicators (days–weeks): Proxy force positioning and movement within the United 
States, coordinated cyber probing against infrastructure, sleeper cell activation signals (the March 
9 numbers station transmission is a confirmed tactical indicator), observable coordination between 
the ecosystem’s multiple tracks of domestic capability. 



 © 2026 Foundation for Infrastructure Resilience. All rights reserved. 
26 

Trigger events (hours–days): Simultaneous utility cyber attacks across multiple sectors, 
diplomatic withdrawal, observable military action in other theaters (particularly against Taiwan), 
initiation of Phase 1 cyber operations. 

14.2 OSINT Detectability Assessment 

The PTTF assesses that 60–70% of early indicators may be detectable through structured open-source 
intelligence analysis. This validates FIR’s open-source methodology and underscores the need for 
community-level intelligence capability. The intelligence-to-action gap — where collection is not the 
limiting factor but implementation is — remains the most consequential structural vulnerability. 

14.3 The Strategic Window 

Chinese military modernization milestones and Taiwan contingency timelines elevate 2026–2030 as a 
strategic inflection period. The Iran war may narrow or widen this window depending on U.S. posture 
recovery — but the window’s existence is a structural feature of the ecosystem, not a temporary 
phenomenon driven by any single crisis. 

 

15. Consolidated Net Assessment 

1. The four-party ecosystem is a permanent structural feature of the international system, not a 
temporary alignment driven by current events. It will persist regardless of the Iran war’s outcome 
because the members’ motivations, capabilities, and structural alignment are self-sustaining. 

2. The U.S. is actively degrading the ecosystem’s periphery (Syria, Venezuela, Cuba, Iran’s 
conventional military) while the ecosystem’s core (China’s cyber pre-positioning, Russia’s 
capability multiplication, North Korea’s financial plumbing, cartel domestic infrastructure) 
remains intact. Peripheral rollup demonstrates U.S. kinetic capability but not network elimination. 

3. China’s strategic position is improved by the Iran war: munitions depletion accelerated, Pacific 
force posture degraded, allied distraction maximized, Hormuz closure validating the Taiwan LNG 
coercion thesis in real-time, intelligence harvest unprecedented. 

4. Russia benefits from non-intervention: oil price windfall funds the Ukraine campaign, U.S. 
distraction reduces Ukraine peace pressure, interceptor competition degrades both theaters. 

5. The “credibility floor” — Russia and China’s repeated failure to defend partners under 
existential attack — clarifies the ecosystem as transactional, not protective. This does not weaken 
the ecosystem; it defines it. 

6. Cartels are the ecosystem’s most operationally capable domestic actor: continuous physical 
presence, self-funding, demonstrated infrastructure attack capability, and the primary post-BSE 
organized armed threat. Previous assessments underweighted this dimension. 

7. Islamist radical institutional infrastructure — documented through federal court proceedings 
and federal/state terrorist designations — creates the concealment and recruitment environment 
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within which the 4PE’s domestic kinetic capability operates. This is characterized with the same 
analytical precision applied to all threat categories: specific documented organizations, not broad 
population characterization. 

8. The combined domestic threat (cyber + state-directed kinetic + cartel physical + institutional 
concealment) operates across four mutually reinforcing dimensions that produce deployment 
constraint exceeding any single dimension’s capability. 

9. Post-BSE, organized threat actors (cartels, Islamist radical networks, domestic extremists) will 
attempt to capture Diamond Blue community infrastructure and establish territorial control. 
Community resilience architecture must include anti-capture design, counter-intelligence, mixed-
composition security, and anti-alternative-governance provisions. 

10. The infrastructure vulnerability is permanent. Regardless of which Iran war scenario plays out, 
Volt Typhoon is inside the grid, FAE is inside the supply chain, cartels are inside the communities, 
and community-level resilience — specifically the FIR Diamond Blue three-tier framework — 
remains the only scalable defense that does not depend on federal intervention that will not exist 
post-BSE. 

11. The operational scenario (Section 13) demonstrates that the ecosystem’s combined capabilities 
are sufficient to construct a plausible worst-case combined-arms attack against the U.S. homeland. 
State capitals, Federal Reserve locations, key ports, military bases, and critical manufacturing 
centers should invest in Diamond Blue certification as the baseline for community preparedness. 

 

2026 Annual Threat Assessment: IC Confirmation and Updates 

Source: The Office of the Director of National Intelligence published the 2026 Annual Threat Assessment 
(ATA) in March 2026. 

IC Characterization: The ATA states that “selective cooperation among China, Russia, Iran, and 
North Korea, driven by the common goal of balancing U.S. efforts and actions and supporting their 
own strategies, is bolstering the threat that each of them poses to the U.S.” The ATA explicitly 
cautions that “the concept of ‘adversary alignment’ overstates the depth of cooperation that is 
currently occurring.” 

FIR Assessment: FIR’s analytical framework is consistent with the IC’s assessment. This volume 
has never characterized the four-party relationship as a formal alliance. It describes structural 
alignment of interests, opportunistic cooperation, and shared opposition to American global 
primacy — producing compounding strategic effects without requiring formal coordination. The 
ATA’s language — “selective cooperation,” “primarily bilateral,” “enduring divergent interests” 
— describes exactly the ecosystem model this volume presents. 

Iran — Kinetic Arm Under Maximum Stress: The ATA confirms Khamenei’s killing and 
reports that “prominent Shia religious leaders in Iran issued religious decrees calling to avenge 
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Khamenei, which is likely to inspire at least some individuals to seek to conduct terrorist activities 
against U.S. targets worldwide.” Operation Epic Fury “almost certainly has curtailed Iran’s ability 
to project power, but it is using all of its remaining capabilities — including advanced ballistic 
missiles, UAVs, and the Axis of Resistance — to retaliate.” 

North Korea — Revenue at Highest Levels: More than 11,000 troops deployed to Russia, along 
with artillery munitions and ballistic missiles. Revenue generation “at its highest levels since 
before extensive sanctions were imposed in 2018.” 

Homeland Missile Threat Expanding: The IC projects threats to the U.S. Homeland will expand 
from more than 3,000 missiles to more than 16,000 by 2035 — a five-fold increase providing 
strategic context for BSE resilience planning. 
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